
               
 

Updated 2017-06  
CPS Electronic Records Committee 

 

 
Electronic Records Modules  
Electronic Records Committee 

Congressional Papers Section  
Society of American Archivists 
 
 
 

Electronic Records Storage Requirements 
 

Jim Havron 
Independent Archival Consultant 
jimhavron@comcast.net 
 
 
 
 
 
 
 
 
 
 

___________________________________________________ 
 
Date Published: June 28, 2017 
 
Module#: ERCM012 
  
  
 
 
 
 
 
 

https://cprerc.wordpress.com/
https://cprerc.wordpress.com/
http://www2.archivists.org/groups/congressional-papers-roundtable


 

2 

 

Outline of Contents 
  
·         Overview 
  
·         Procedural Assumptions (first part of the workflow)  
  

o   Taking the time to let the records drive the decisions regarding storage   
(answering the questions in the procedural assumptions) is the first part of the 
workflow of selecting and implementing storage. 
o   Maintaining storage of electronic records is a constant process 
o   What is to be stored and in what format 
o   What resources are available? 
o   Fig 1 Competing forces affecting electronic data storage decisions- 
relationship between them 
o   What is the backup and escape strategy? 
o   Who will be responsible for security and assurance for the records? 
o   What type of access will be provided to the records and to whom will it be 
provided? 
 

  
·         Hardware and Software  (second part of the workflow) 

o   Fig 2 Characteristics of electronic record storage from which one must 
choose. 
o   Long-term (Archival) Storage 
o   Onsite Storage 
o   Offsite/Networked 
o   The Cloud 

  
·         Final (third part of workflow) 
 
 
 
 
 
 
 



 

3 

 

Overview 
 
There are many factors that affect the choice of digital record storage, and the choices of media 
and method are constantly changing. All custodians of records may not give much in-depth 
consideration to the selection of storage. It is important for the electronic record archivist to 
remember that one size (or type) doesn’t always fit all, and what was best yesterday may not be 
best tomorrow. It is also wise to use the criteria of how records were created and how they will 
be accessed. Finally, one must consider questions of security and prepare for the advance of 
technology and its effect on storage. The “work flow” for determining the best record storage for 
one’s facilities is part of the decision making process that includes the factors used to consider 
storage needs, and the selection of the storage media itself. 
 
Procedural Assumptions 
 
Most of us use electronic storage every day in one form or another. For long-term or 
transactional (i.e. data in flux or motion) storage, many have access to systems that have been 
designed for their use, or at least allocated for their use. Many surrender their records to a 
vendor to handle on their behalf. Still others store their records in a matter that has been 
recommended to them by others, such as external hard drives or purchased cloud storage. 
There are pros and cons for all of these methods, and one size does not fit all. Key to 
developing an electronic record strategy are these points: 
 

● Maintaining storage of electronic records is a constant process. Much more so than 
with paper or even photographic records because the rapid change of technology used 
to create, maintain, and access electronic records creates the danger of not having the 
proper tools to perform these tasks. 

● What is to be stored and in what format? If the records are digital documents, the 
format might be pdf or docx files, which for most of us are either fairly strait forward or 
we can readily find assistance dealing with the files. But what about a database file with 
the application architecture and metadata? Do we have the resources, or the need, to 
save this? What if the records are in an obsolete format?  

● What resources are available? Human skills, money, equipment, and other resources 
ability to govern the records, must be considered. Not just for the present, but the 
likelihood of maintaining these resources. (The author recognizes that we cannot see 
into the future, but if one is taking in records based on grant money, there is a strong 
likelihood that the money will not always be there and it should not be relied upon for the 
future use in storage.) Many record custodians are not aware of the requirements of 
electronic record preservation and believe that there is no need for special storage; 
much the same way that administrators often do not understand the need for acid free 
housing or certain environmental controls. 
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Fig 1 
 
 

 

● What is the backup and escape strategy? All records must be backed up and the 
backups tested regularly. It is important that the archivist have access to those backups 
and is part of the planning process for backup procedures. In addition, the archivist must 
be sure that there are no legal questions about the ownership of records stored on a 
third party’s storage media, and that there is a plan in place to acquire and migrate 
records from one location to another. If a vendor changes business practices or the 
larger enterprise of which the archives is a part changes rules for storage on shared 
media, the archives should already have in place a plan to acquire and move the 
records. The plan should include a requirement that the previous storage be sanitized or 
destroyed, depending on the sensitivity of the records. Data and its usefulness will 
outlast both hardware and software. This means to successfully preserve records over 
time, the archivist must not only plan for migration of records by watching for the coming 
of obsolescence of current systems, but must look at the changing trends in record 
storage and format 

● Who will be responsible for security and assurance for the records? Ultimately, the 
archivist is responsible for the records in his or her collections. That being said, the 
physical storage location and any partners in the storage plan may have specific roles to 
play in the security of the storage facility and assurance that records maintain their 
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quality. 
● What type of access will be provided to the records and to whom will it be 

provided? This is likely to be a moving target. Who needs to see or are authorized to 
see records changes over time, as well as the technology available to access them. 
There are different methods of viewing the same records as well. For example, a 
database may be accessed through software other than was originally used at its 
creation, or through the original or a reconstruction of the original. These different 
methods might require different ways of accessing the storage media of the data. 

 
There are always other considerations that may apply to the specific collection or repository. 
The primary thing is that, if possible, record storage should be selected for the records and 
aspects of their care and use. The tendency to select one form of storage because it is the most 
convenient for the repository, and then decide that is the way the repository will store its 
electronic records, is not necessarily the best practice. Taking the time to let the records 
drive the decisions regarding storage is the first part of the workflow of selecting and 
implementing storage. 
 
Hardware and Software 
 
Many electronic records are stored, at least at first, on temporary storage media.  
Temporary storage is usually picked for reasons that fit the activity that makes use of the 
records, i.e. is use-centered. Temporary, in this case (under archival control), means storage 
used to hold records in transit, records that are being accessed in a way that requires removal 
from the archives storage, redundant storage such as extra backups of records that have been 
kept until the storage is needed for something else, or storage that was selected because 
circumstances required using the most convenient medium available at the time. While it is 
often possible to plan one’s available storage so that the best possible medium is available for 
temporary use, one is not always able to do so and must take what one may get.  
 
The types of storage available vary greatly, with perhaps the most common feature between 
them being that the individual media change frequently, often more quickly than the hardware 
and software of other parts of the storage system. It is not uncommon, for example, to find 
records stored temporarily to an optical disk, only to find that there is no optical disk input to the 
permanent storage. This particular issue is usually fairly easy to remedy, but the gaps between 
hardware compatibility are often growing at a rapid pace. In addition, records on obsolete 
storage media, such as 5 ¼” floppy disks, are beginning to be frequently found in collections. 
Try to plan your storage in such a way that it allows a diverse method of data input. (This is 
often more difficult that one might think, but do your best). 
 



 

6 

 

There are different features of electronic record data storage. For the most part they can be 
summed up as availability, security, capacity, scalability, performance, and data integrity. The 
importance of any one characteristic over another can depend on different features of the 
record, but one or more may often have to be sacrificed for another. A system in an organization 
might need high performance speed and scalability more than guaranteed availability at all 
times or strong verification of data integrity. Where possible, the storage should be managed to 
emphasize the most important characteristics. Doing this requires a good understanding of the 
records and their historical value. 
 
 
 

 
 Fig 2 
 
Resources or other factors may require an archivist to prioritize what records receive the most 
attention and best quality care. Ideally we would treat all records equally, but some are more 
unusual, have greater historical value, or may have more obstacles to preservation over time 
than others. Example: Although this is a digitization issue not just a storage issue, 2” quad 
audio/video tape was very, very common for use in television production and documentaries a 
few decades back. There is a vast quantity of it stored in closets and basements of studios. 
There are only a handful of quality technicians with the equipment to transfer these tapes to 
digital formats, and they maintain their machines by scavenging parts from old machines from 
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around the country. A few recently withdrew from the transfer business because they could not 
keep their equipment going. If an archivist had such tapes in the collections, they might take 
priority over other material because of the chance to have them transferred in the future. This 
project would affect storage as an hour of such material could easily transfer into hundreds of 
gigabytes of data. 
 
1) Long-term (Archival) Storage 
 
There are generally three places that one will be able to store the data that comprise electronic 
records: onsite, offsite/networked (sometimes called private cloud), and cloud storage. These 
types of storage do not have firm borders and overlap or mix together. The best way to look at 
them might be in terms of who has control over and responsibility for the data. The storage of 
data, whether in a single place or multiple, connected places, is the data storage center. The 
decisions made here are most of the rest of the workflow for determining the best long-term 
storage for one’s collections. 
 
Note that good backups will always include some type of offsite storage where possible. 
 
2) Onsite Storage 
 
Many organizations prefer to store their data in their one facility. This has advantages of 
keeping things under their control. If one is going to make the repository site the data storage, 
one should consider the type of material to be stored. If it is constantly being changed or 
updated, an internal drive on the computer would serve well as a first line of storage. 
Alternatively, and external hard drive that could be moved from computer to computer. These 
drives are primarily for taking the records in and preparing them for long-term storage. In some 
cases, they need to be held for a while to best determine where they should be kept. 
Regardless of where they are kept, from the time records enter the jurisdiction of the 
archivist, backups should be generated! 
 
One of the best and most common places to store records onsite is a dedicated server. This 
server should be used only for record storage. Although new technologies, such as solid state 
drives (SSD) are emerging in servers, archivists want the standard technology of hard disk 
drives. The drives and control systems in servers are more robust than those of personal 
computers. Transfer speed of data is usually not a primary concern in this situation, so slower 
moving platters, which may be more cost effective, are acceptable. If possible, a RAID 
configuration may be added. This is a set of multiple disks that, depending on the configuration 
and number of disks, can allow for simultaneous recording on more than one disk of data 
entered, or mirrored backups of the data. Should a single disk be corrupted, the data is still 
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there. They can also be used for load balancing, spreading the data over more than one disk as 
it is recorded to improve efficiency and, in some cases, assist in checking quality of data 
between one disk and another. While some RAIDs create a ready to go backup of the records, 
they do not take the place of the traditional backups. Damage could occur to the RAID or the 
entire server. 
 
Another option for many repositories is storage space on a server or networked storage shared 
by other entities connected with the archives. This has the advantage of sharing resources, 
including technical support, with others. In most cases, the shared storage will be divided into 
Virtual Private Servers (VPS) which are logical (as opposed to physical) pathways created by 
software that will only access the data of the user of the VPS.  The physical data is stored on 
the shared storage in much the same way as it would otherwise, but because of the software 
indexing it is only recognized and readable by the specific user of the VPS. There may be many 
VPSs on a server, but your device will still only see one. The biggest disadvantages of this 
method of storage are the loss of control that comes with placing your data on storage governed 
by someone else, the fact that the physical server can be damaged in such a way that all the 
VPSs on it are damaged or lost, there must be a network connection between the archives and 
the shared storage that creates an additional place that security might be breached, and 
although it is relatively rare, a hacker that can access a physical server can sometimes breach 
the virtual ones held there. 
 
3) Offsite/Networked 
 
The offsite or networked storage is similar to the onsite shared storage, with a couple of 
differences. The storage is allocated through a network, and may be stored in a single location 
or dispersed through multiple data storage centers. Most of the pros and cons are the same as 
those of the onsite shared storage, with the exceptions that the complexity of the network and 
potential increased number of users (these are more expensive to operate, so there are usually 
larger entities involved) offer greater opportunities for risk, while if there are multiple centers, 
there is a better chance to spread that risk. 
 
In some cases these data centers are set up by third party vendors with the storage available to 
only one entity. They function like the cloud, with the vendor taking on certain obligations and 
the user others, but are private and connected by a direct network, unlike the Internet-powered 
cloud. Not surprisingly, such a setup is known as a “private cloud.” 
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4) The Cloud 
 
The cloud is aptly named, because its exact definition is nebulous. It primarily gained popularity 
as a storage medium, with people being offered quantities of storage on some unnamed server 
so they could access their files anywhere they went. Eventually, most levels of personal 
computing, as well as many enterprise level, can be conducted online using hardware, software, 
and storage that are totally controlled by a third party. The cloud is quite controversial in the 
information systems security profession. Studies will demonstrate the security of cloud 
operations, only to have those same operations breached shortly after the release of the study. 
On the other hand, the large number of servers makes it easier to shift records from one place 
to another as needed. 
 
One of the biggest issues regarding the cloud from a security point of view is the lack of 
transparency regarding where records are stored or who is providing security. Many small 
record storage companies subcontract with larger ones for storage space, leading to part of the 
decreasing majority of records stored by large, established companies. But a study released in 
the spring of 2017 showed that about 51% of all cloud storage companies had fewer than 100 
employees, with the majority of those having fewer than 50. There is not a track record for small 
to medium size companies in dealing with record security issues, nor do we know if the trend in 
company size will continue. If an archivist decides to use cloud storage, there should be a 
transparent agreement that the records will be stored in the same country, specifies security 
should be in place, and regular reports on the condition of the records and any changes in 
operations. 
 
Another thing to consider is who helps decide the best record storage method or service for you. 
An active attempt to store electronic records in an archival manner is relatively new. Take a look 
sometime at a timeline of the technology that creates these records. A few years ago there was 
no “cloud” and records were kept on storage media that is now considered obsolete. The 
problem with this is that the most common source of information about the quality and security 
of a cloud related product, storage or otherwise, is the vendor of the product. Vendors publish 
much of the research on their product; research that they have done or had done. There is a 
vested interest among many “experts” to steer professionals a specific way. Archivists are used 
to doing research, but many are not knowledgeable in some of the tech areas and may need 
help. Regardless of how you feel about it, do the research, if possible speak with experts in the 
Information Systems field (other than just those who work in the libraries and archives), and use 
this information to make your decision as to what the best type of storage is for you.  
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Final 
 
Do not forget to monitor technology that may relate to storage. Plan a meeting once a year, 
perhaps on May 1, with experts in the field to discuss what the trends are and what might be 
fading. Digital storage changes very, very, quickly. Don’t get caught with inaccessible records!  
 

 
 
 
 
 
 
 
 


