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Overview and Rationale 
File format identification is a critical component of digital preservation activities because it 
provides a reliable method for determining exactly what types of files are stored in your 
institution’s holdings. Understanding the contents of one’s holdings provides a foundation upon 
which additional preservation decisions are made.  
 
Additionally, generating checksums provides a reliable method for evaluating the identity and 
integrity of the specific files and objects in an institution’s digital holdings throughout the 
preservation lifecycle. 
 
The National Archives UK’s Digital Record Object IDentifier is one tool that can meet both of 
these needs. DROID’s primary function is to generate file format identification in compliance 
with the PRONOM registry, and to provide reports and/or exported results that can be used to 



https://www.nationalarchives.gov.uk/PRONOM/Default.aspx
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interpret the files within a data set. The exported results (i.e. exported to .csv) can also be used 
to enhance preservation information for a collection, accession, data set, etc. 
 
In more recent versions of DROID, the ability to generate checksums, or hashes, has also been 
included, and as of this writing, DROID can generate md5, SHA-1, or SHA-256 checksums.  


Procedural Assumptions 
The workflow examples below should be easily replicable regardless of your organization’s IT 
configuration.  
 
While not essential, a general familiarity with command line operations in either Windows or 
Mac OS X (or Linux/Unix) is helpful to troubleshoot any issues that may be encountered.  


Hardware and Software Requirements 
DROID is very flexible and runs on Windows, Mac OS X, and Linux environments. It is updated 
frequently, so check the specific version requirements at the National Archives UK website. 
https://www.nationalarchives.gov.uk/information-management/manage-information/preserving-
digital-records/droid/ 


Configuring DROID 
While DROID will run on most computing platforms, it does require a few small initial 
configuration tasks in Mac OS X; these instructions are included below.  


Configuring DROID in Windows 
DROID does not require first-time configuration to run with its default options. However, if you’d 
like to customize the location of logs and reports; you need to edit these directories from within 
the droid.bat file in the droid application folder. 



https://www.nationalarchives.gov.uk/information-management/manage-information/preserving-digital-records/droid/

https://www.nationalarchives.gov.uk/information-management/manage-information/preserving-digital-records/droid/
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Figure 1: The droid.bat batch file - edit to set variables, double-click to launch DROID 


Configuring DROID in Mac OS X 
Before running DROID for the first-time, you must change the permissions for three files.  
 
To set the executable permissions, first open Terminal.  
 
Then navigate to the droid folder. On my computer, I’ve renamed the install folder from “droid-
binary-6.2.1-bin” to simply “droid” and moved this folder into my Application folder.  
 
So, to navigate to that folder while in the Terminal, I type: 
 
cd /Applications/droid [Enter] 
 
Next type: 
chmod +x droid.sh [Enter] 
chmod +x droid-ui-6.1.6.jar [Enter] 
chmod +x droid-command-line-6.1.6.jar [Enter] 
 
Now the droid.sh file that launches the DROID has the proper permissions to run.  
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Workflow and Examples 


Workflow Overview 


 


Starting DROID 


Starting DROID in Mac OS X 
To launch the Java-based graphical user interface (GUI) version of DROID from the terminal 
type (Assuming you’re still in the droid folder. If not, navigate there again first):  
 
./droid.sh  [Enter] 
 


 
 


Figure 2: Your terminal should display messages similar to those in this screenshot. 
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Starting DROID in Windows 
Starting DROID in Windows is rather straightforward. First, open the command prompt by 
clicking the Start button and searching for it by typing “cmd” or “command prompt.” 
 
Click the icon and/or name to start the Command Prompt.  
 


 
Figure 3: Starting DROID in Windows 


 
You can also navigate to the droid folder from your file browser then double-click the droid.bat 
file (as shown as above in Figure 1).  
 
 
Hashing Files - To Hash or Not To Hash 
DROID has the capability to produce hashes or checksums for files as it scans the files for 
format identification. At the time of writing, DROID can generate hashes using three algorithms - 
md5, SHA-1, or SHA-256.  
 
 
MD5 is the fastest of the three algorithms, but is a flawed algorithm in that under certain 
conditions it can generate the same hash for different data (a collision attack)1.  
 
SHA-1 is widely used in cryptography, but has also been proven to be susceptible to collision 
attacks23.  


                                                
1 Wang, Xiaoyun and Yu, Hongbo. (2005, March). How to Break MD5 and Other Hash Functions [PDF 
Document] Retrieved from  
https://web.archive.org/web/20050418022826/http://www.infosec.sdu.edu.cn/paper/md5-attack.pdf 
2 Wikipedia. (n.d.). Retrieved May 27, 2016 from https://en.wikipedia.org/wiki/SHA-1 
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SHA-256 is considered to be stable, but takes the longest to generate of the three algorithms. 
AVPreserve published a comparison of the three algorithms that is helpful when considering the 
time cost for generating checksums with SHA-2564. 
 
For purposes of this examples, I’ve generated checksums with SHA-256, with negligible 
additional processing time.  
 


Figure 4: Selecting the option to generate checksums with SHA-256 
[To set Preferences, navigate to the Tools menu, then Preferences] 


 
The setting chosen in Figure 4 persists and will stay selected each time DROID is started. 


                                                                                                                                                       
3 Schneier, Bruce. (2015, October 8). SHA-1 Freestart Collision. Retrieved from 
https://www.schneier.com/blog/archives/2015/10/sha-1_freestart.html 
4 Duryee, Alex. (2014, October). What Is the Real Impact of SHA-256? A Comparison of Checksum 
Algorithms [PDF Document]. Retrieved from http://www.avpreserve.com/wp-
content/uploads/2014/10/ChecksumComparisons_102014.pdf 
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Choosing to generate checksums, regardless of the algorithm selected, will increase the time 
required to complete a DROID processing operation. When generating checksums, each byte of 
every file must be scanned in order to produce the hash. If simply performing file format 
identification, only a small portion of the file must be scanned in order to identify the file format 
identification, which is typically in the file’s header.  


Adding Files to DROID 
Once DROID has started, you can now add files to process.  
 


 
Figure 5: Adding Files to DROID 


[Click the green  button to see the image in Figure 5] 
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Processing Files in DROID 
With your files added, you can now begin processing your files by clicking Start  
[Note: Start will only appear blue after files have been added as illustrated in Figure 5] 


 
 
As a reminder, in order to identify a file’s format, DROID needs to scan only a portion of a file 
until it encounters the file’s header - it does not need to scan the entire file.  
 
In my example, a scan and SHA-256 hash production of 70 files with a volume of 70 MB 
completed in under one second.  
 
For additional reference, analyzing 137 GB of mp3 files and producing SHA-256 hashes takes 
approximately 56 minutes on a 2.3 GHz i7 Macbook Pro.  
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Figure 6: DROID Results 


 
When DROID has finished scanning your files, the results will appear similar to the above 
screenshot (although I’ve expanded the subfolders to show detail information for files).  
 
Resultant information includes: 
Resource (or filename) 
Extension 
Size 
Last modified date 
Ids (how many format identification methods were used) 
Format 
Version (of the format) 
Mime type 
PUID (Pronom Unique IDentifier) 
Method (of identification) 
Hash (optional process to run, a unique value for every file - more on this later)  
 
And there you have it. You’ve now identified the file formats for your chosen directory.  
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What Do These Results Mean? 
Let’s breakdown these fields using one file as an example: 


 
 


Figure 7: DROID results example 
 
Under the Extension heading, a yellow caution triangle warns us that there is a mismatch 
between the format identified and the file extension.  
 
The file has been identified as a JPEG File Interchange Format, but has an extension of .png.  
 
Also, under the Ids header there was one format identification method used to identify the file. 
As DROID’s help file reassures us, this indicates DROID “unambiguously identified (the file) as 
a single format.”  
 
In this case, we can be certain that the file extension .png is wrong, and the file is in fact a .jpeg 
file.  
 
Additionally, clicking the link under PUID provides access to the PRONOM technical registry 
entry for the identified file format. In this example, the fmt/43 entry for JPEG File Interchange 
Format 1.01.  


Further Evaluation 


Exporting Results 
DROID has several options for evaluating the identification results.  
 
First, and perhaps most helpful for long-term reference, is exporting the identification results to a 
.csv file.  



https://www.nationalarchives.gov.uk/PRONOM/Default.aspx

http://www.nationalarchives.gov.uk/PRONOM/Format/proFormatSearch.aspx?status=detailReport&id=668

http://www.nationalarchives.gov.uk/PRONOM/Format/proFormatSearch.aspx?status=detailReport&id=668

http://www.nationalarchives.gov.uk/PRONOM/Format/proFormatSearch.aspx?status=detailReport&id=668
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Figure 8: Dialogue for exporting identification results to a .csv 


 
With the identification results exported to a .csv file, you can open this file in your favorite 
spreadsheet application and manipulate the results as you see fit, or import the file into text 
manipulation programs to sort results.  
 
An exported .csv file is also helpful because it can be stored in your accession or collection 
records, or even alongside your preservation masters.  
 
By preserving the .csv file, file format identification -- and perhaps more significantly --  
checksum/hash/fixity information is also preserved, and can be verified later (but that’s another 
module).  
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Filtering 
DROID also has a native capability to filter results from within the DROID GUI.  
 
The filtering options are numerous and include variables for any of the columns available, 
except for hash.  


 
Figure 9: Filter results displaying only file with a mime type = image/jpeg 


 
The filtering options can also be combined to sort based upon multiple values.  
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Reports 
DROID has the ability to generate numerous reports from the scan results.  


 
Figure 10: DROID Reports selection dialogue 


 
These reports provide a closer, aggregated analysis of the data contained in your scan, which is 
helpful for very large scans.  
 
For example, perhaps you’d like to review how many files you have for each extension. The File 
count and size by file extension report provides us with this information: 
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Figure 11: File count and size by file extension report 


 
Here you see that you have 7 .jpg files, with a total size of 1,380,859 bytes.  
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Updating DROID 
From time-to-time, you may see a window pop-up asking you to update the binary signature 
files and/or the container signature update.  
 


 


 
Figure 12: Binary signature and container signature update windows 


 
It’s generally wise to accept both of these updates to ensure DROID is operating with the latest 
version of the application (binary signature update), and has the latest file format signatures to 
analyze your files (container signature update).  
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Appendix A: Processing Step Walkthrough 


1a) Starting DROID in Mac OS X 
Navigate to folder where the droid files are stored and type: 
 
./droid.sh  [Enter] 
 


 
 


Appendix A, Figure 1: Your terminal should display messages similar to those in this screenshot. 
 


1b) Starting DROID in Windows 
First, open the command prompt, by clicking the Start button and searching for it by typing 
“cmd” or “command prompt.” 
 
Click the icon and/or name to start the Command Prompt.  
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Appendix A, Figure 2: Starting DROID in Windows 
 
You can also navigate to the droid folder from your file browser, and double-click the droid.bat 
file (as shown as above in Figure 1).  


2) Choose Your Hashing Algorithm (if applicable) 


 
Appendix A, Figure 3: Tools, then Preferences to set hashing algorithm (setting is persistent) 
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Appendix A, Figure 4: Choose your hashing algorithm 


 
*Note: If changing any of the settings in the Preference menu, you must launch a new profile for 
those settings to take effect.  
 


Start a new profile by clicking the  button, or selecting the File menu, and choosing New 
there. 
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3) Add Files to Scan (local or network drive) 


 
Appendix A, Figure 4: Adding files to DROID 


 
Add files to your scan by navigating to the location where they are stored on your local, or 
networked drive(s). 


4) Start Processing 


 
Appendix A, Figure 5: Start Processing 
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5) Export Results 


 
Appendix A, Figure 6: Export Results 


 
Export results using the Export button shown above. Then navigate to the location where you 
would like the output to be saved. Enter the filename, including .csv as the extension. 
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6) Filtering 


  
Appendix A, Figure 7: Filtering Results 
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Redaction on Demand 


February 25, 2016 
 
 
Overview and Rationale 


Manually redacting sensitive information like social security numbers is a very time-consuming process. 
To make the best use of staff time, most redaction will only be performed if a researcher requests 
access to the files. The finding aid tracks which files require redaction and redaction is completed within 
3 business days of a request. Items with anticipated high-use are still redacted during processing. 


This entire procedure is done to the access copies only. The preservation masters are maintained in 
their original state and are not redacted. 


 
Procedural Assumptions 


Access copies are prepared during processing and stored separately from the preservation masters. The 
access copies are stored in a file directory system that the archivist can edit (i.e. can rename folders). 


Access to electronic records is mediated by an archivist who will see that the files need redaction before 
a researcher is able to access them. 


The files are in a format where the archivist has the software to delete the text to be redacted. 


The archives does not have the capability of automating the redaction process. 


 
Hardware and Software Requirements 


There are no specialized hardware or software requirements. 


 
Workflow Overview 
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Aid Notes 
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Workflow During Initial Processing 


1. Folders that contain files that need to be redacted are renamed to add 
"REDACTION_REQUIRED_" to the beginning of the folder title. Example: 


 


REDACTION_REQUIRED_rbrl-275-er-000001_Correspondence 
  


2. In the finding aid, add this access restriction note to each folder requiring redaction:  
 


This folder must be reviewed for {insert description of restricted material} prior to research 
use. Please request this folder 3 business days prior to requiring access to the files to allow 
time for this review. 


  
3. In the finding aid, add this access restriction note at the collection, series, and subseries level: 


 


Some digital files in this {collection/series/subseries} must be reviewed for {insert description 
of restricted material} prior to research use. These files are identified with an access note 
after the folder title. Please request these folders 3 business days prior to requiring access 
to the files to allow time for this review. 
 


 Workflow when Files are Requested 
  


1. When a researcher requests a folder requiring redaction, the folder title and the access note in 
the finding aid alert the archivist that redaction is required. 


 
2. Redact the access copy of the files within 3 business days by deleting the information that needs 


to be redacted. DO NOT alter the preservation copy. If the file format permits, replace the 
redacted text with:  


 


[explanation of information redacted] - highlight the note in light grey 
  


3. Rename the file by adding "_REDACTED" to the end of the file title.  Delete the unredacted 
version of the file from the access copies. 


  
4. Make the files available to the researcher. 


 
5. Remove the access restriction note for that folder from the finding aid and replace it with a 


processing note explaining what information has been redacted. 
 


6. If that is the last folder in the subseries, series, and/or collection that required redaction, remove 
the access restriction notes from those levels as well. 
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Examples 
 


Finding aid access restrictions note that redaction is required 


 


Finding aid processing information note that redaction has been performed 
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Redacted spreadsheet (HD155_target_REDACTED.xlsx) 
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File Fixity Tools 
 


Overview and Rationale 


One of the key goals of digital preservation is to ensure that objects have not changed over time, 
thereby retaining their authenticity.  This process is known as fixity.  Fixity can be defined as 
“Information used to verify whether an object has been altered in an undocumented or unauthorized 
way.”1  Fixity information is created by generating checksums and cryptographic hashes (MD5, SHA1, 
and SHA256).   This is important because fixity indicates the existence of data change or corruption and 
therefore ensures the validity of data when coming to the repository, when moving from one medium to 
another, and when in long-term storage (whether on servers, drives, or a dedicated system).  Some 
things to keep in mind about fixity:  


● Where to Store/Reference: Record fixity information with the object’s/accession’s 
metadata file; for checks that are run at given intervals, you do not want to touch the 
object/accession metadata records but run the fixity information in databases and logs. 


● Storage Media: Doing fixity checks typically increases the usage of the media and of the 
mechanical devices that read and handle the media, which are factors contributing to 
the overall reliability of the media.  


● Throughput: Your rate of fixity checking is going to be dependent on how quickly you 
can run the checks, the complexity of your chosen fixity instrument, and how much of 
your resources (e.g., CPU, memory, bandwidth) can be used for this workflow. This 
becomes a choke point as the amount of digital content increases but the infrastructure 
to perform the checks stays the same. In a situation like this, the fixity checking activities 
can adversely affect other important functions like delivery of the content to users.  


● Number of Files or Objects and Sizes of Files or Objects: Different resource 
requirements emerge as the scale of digital files and objects increases both in number 
and size.  


● Redundancy Level in Content and Process: Depending on your system design, you may 
want to have different practices for checking fixity on redundant copies. For example, if 
the fixity is already being checked for the primary and secondary copies on a regular 
basis, you might decide that you don’t need to check the tertiary copies as often. 
Similarly, you may have files that serve as preservation masters and files that serve as 
derivatives or access copies in which case it likely makes sense to have different 
practices for the files that serve different roles.  


● Assurance from Third Party, like a Cloud Storage Provider: Instead of running your own 
checks, you may be in a situation to trust the claims of a third party about their 


                                                           
1 PREMIS Data Dictionary: http://www.loc.gov/standards/premis/v2/premis-dd- 2- 2.pdf 
 



http://www.loc.gov/standards/premis/v2/premis-dd-%202-%202.pdf

http://www.loc.gov/standards/premis/v2/premis-dd-%202-%202.pdf
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persistent checking of the copies they maintain in their system. Though understanding 
what the cloud provider is supporting and how often and detailed fixity checks are done 
is important to understand.  


● Covered at the File System or Object System Level: If the file or object system itself 
performs frequent checks at the block level you may not need to be particularly 
concerned with bit rot as a threat to fixity, in which case frequent checks of files may be 
unnecessary. For example, file systems like ZFS maintain and check block level fixity 
information. 2 


This module focuses on describing and comparing fixity tools currently available.  They are File 
Verifier++, RHash, Bagger, File Checksum Integrity Verifier (FCIV), and DROID.  These tools were chosen 
because they are accepted by the archival community, exhibit preservation best practices, and were 
recently evaluated by the Senate Historical Office’s National Digital Stewardship Resident (2015-2016) 
John Caldwell.  Other information is derived from the Library of Congress’ The Signal blog and from the 
source location of the tools. 


Procedural Assumptions 


● The repository does not have a digital document/object storage system or digital repository that 
has built-in fixity 


● Most tools are designed for digital content that has been accessioned or “bagged” before fixity 
creation 


● Ability to use and manipulate XML databases and Excel/.CSV spreadsheets 
● Ability to download applications onto local computers and use command line operations 


 
Hardware and Software Requirements  


All of the tools are open source, actively supported, and platform neutral (with the exception of FCIV 
which is Windows-based).  These tools also can also be applied to establishing the fixity of audio/visual 
files. 


 


 


 


 


 


                                                           
2 “Checking Your Digital Content” National Digital Stewardship Alliance, 2014. 
http://memory.loc.gov/ammem/lccat/ontheway.html 
 



http://memory.loc.gov/ammem/lccat/ontheway.html

http://memory.loc.gov/ammem/lccat/ontheway.html
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Workflow/Comparison 


 Source Interface Use Recommended 
Use 


Limitation 


FileVerifier++ SourceForge; 
Programming 
Unlimited 


GUI Specifically 
generates 
checksums 
using 
multiple 
algorithms 
(hashes); 
exports to 
.csv file, 
plain text 
file, or 
specific file 
type 


Point of ingest, 
validating for 
records stored 
for long periods 
of time 


Can’t use to 
validate if the 
original 
checksum 
was not done 
by 
FileVerifier++ 


RHash SourceForge Command 
Line 


Specifically 
generates 
and validates 
checksums; 
exports to 
any file 
format of 
choice 


Point of ingest, 
transfer of 
records among 
different media, 
and validating 
records 
periodically 


Must print 
checksums to 
an output file 
in order to 
validate; may 
not generate 
hash values 
for files with 
long file 
paths/names 
(Windows) 


File Checksum 
Integrity 
Verifier (FCIV) 


Microsoft Command 
Line 


Specifically 
generates 
and validates 
checksums in 
Windows; 
exports to a 
text file or 
XML 
database 


Point of ingest, 
moving records 
among different 
media, and 
validating 
records 
periodically 


May not 
generate 
hash values 
for files with 
long file 
paths/names; 
will only 
validate from 
the XML 
database 
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Bagger Library of 
Congress; 
GitHub 


GUI 
version of 
BagIt 


Creates hash 
values when 
packaging 
content for 
long term 
storage, 
tests 
completenes
s of package, 
makes 
checksums 
for 
validation 
over time 


Point of ingest 
and validation 
periodically; for 
archives which 
use BagIt 


Default hash 
value is MD5; 
may not 
successfully 
“bag” large 
data sets—
use BagIt on 
the command 
line or the 
“Bag in 
Place” 
operation 


DROID National 
Archives; 
GitHub 


GUI Generates 
format 
identification 
and 
checksums 
(workflow 
can be found 
in the 
module 
ERCM001) 


Point of ingest Hashing has 
to be turned 
on and hash 
value chosen 
before it will 
create a 
checksum; no 
native ability 
to validate 
over time 
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Examples 


RHash (command line instructions) 


- To generate hash values:  rhash -r [-M or --sha256 (2 dashes)] <file location> -v -l <log output 
location and file name>.txt -o <hash output location and file name>.txt 


- To validate hash values:  rhash –c [or --check] <hash output location and file name>.txt  
o Validation results will display in the terminal. 


- To print validation results:  rhash –c [or --check] <hash output location and file name>.txt -o 
<hash output location and file name>.txt 


 


 


FCIV (command line instructions) 


- To print to a text file: fciv.exe –add [directory path for files to analyze] –r –md5 {or –sha 1} > 
[file path\Directory Name_Fixity Algorithm_Date (as yyyymmdd)].txt  
- To create an XML database: fciv.exe –add [directory path for files to analyze] –r –md5 {or –sha 
1} –xml [file path\Directory Name_Fixity Algorithm_Date (as yyyymmdd)]db.xml  
- To verify fixity values from an XML database: fciv.exe –v [directory path for files to analyze] –
md5 {or –sha 1} –xml [file path\Directory Name_Fixity Algorithm_Date (as yyyymmdd)]db.xml  
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FileVerifier++ (screenshot) 
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Bagger 
 


 
Completed “bag.” The manifest.md5.txt is a text file that is an inventory of the files along with their 
checksums and is automatically generated once the “bag” is complete. 
 


 


Validating a “bag” takes place towards the end of its creation.  It can do three things. 
1. It checks whether all the files in the manifest are still there. 
2. It checks whether any files have been added to the bag since the manifest was 
created. 
3. It checks the checksums of each file to determine whether the file itself has been 
modified. 
Note: Windows machines create hidden thumbnail files for image directories. You will 
need to turn off this functionality on the validating machine in order to run the validation 
process.  
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DROID (screenshot of hash preferences) 
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Configuring and Using Offline Computers for Access 
 
Overview and Rationale 


Because situations vary in which computers are used offline, and even the definition of offline is 
inconsistent, this document is meant only to offer guidelines in configuring and using such machines. 
Most computer work is done with machines that are part of a larger network. Libraries and archives are 
among the few institutions that maintain offline computers for public access to records, and the use by 
institutional staff in any field is limited. This document notes that the term “offline” generally is used to 
refer to a lack of connection to the Internet or some specific network, and some of the specific 
situations that might be characteristic of offline computer use, including particular data storage media. 
It further notes that with the average computer operating system being designed for connectivity, a lack 
of such connection implies a need for privacy or security. The workflow section defines some issues that 
should be considered when configuring such computers to stand alone, unconnected, with focus 
primarily on public access computers and staff use computers that must connect directly with individual 
databases and where privacy or security are issues. Computers held in a preservation state and 
computers that are unconnected because they are used irregularly or for undefined purposes are also 
briefly discussed, as each has specific additional characteristics to be considered. 


 
Procedural Assumptions 


It is important to note that hardware and software availability, the way devices are used and 
communicate with media and other devices, and both risk and defense methodologies for electronic 
records change very quickly. It is more common than not for policies and procedures to lag behind 
these changes. When considering the practices in this document, be aware of this changing electronic 
environment.  Ask questions of those who work with your technology. In short, do not assume that 
things have not changed since this was written. 


For the purposes of this document, we can group the offline computer into four groups. The rapidly 
changing world of technology, the uses to which it can be put, the expectations of researchers and the 
types of records and documents held in an archival repository, make it impractical to cover every 
situation, but these four groups make acceptable starting places for adapting general concepts to 
specific needs. These groups are: 


1. Staff or institutional use devices, computers that are designed for use offline for institutional 
staff use in processing, accessing, researching, and evaluating materials, as well as preparing 
access materials, such as catalog records or finding aids, and handling records created by the 
institution itself. 


2. Public research devices for use by researchers physically in the archives to access electronic 
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materials that the institution is unwilling or unable to make available through self-service, 
distance research (e.g. the Internet or some network with other institutions). 


3. Unassigned/multi-use computers, such as laptops used for presentations, staff computers used 
on an irregular basis to access specific files, or computers that may be assigned to specific tasks 
or individuals on a temporary basis. These computers may need to be brought online at some 
point, but may be unused or in very limited use most of the time.  


4. Computers that hold electronic records in their original state or for preservation. These 
computers may be donated machines, devices with copies of records that are unprocessed or 
restricted, or storage servers that hold restricted records that are not generally available to 
researchers. 


 
The primary assumptions when determining procedures for these computers is the criteria for access to 
the records, the ability to limit access, the need to deliver access, and the need to protect the machines 
and the records. A key part of all this is the presence of IT staff, or lack thereof. Institutional IT may have 
regulations relating to access and will almost certainly have a role in any configuration of computers, 
printers, storage, or input/output (I/O) methods. The absence of institutional IT personnel will mean 
that archival staff will have to determine the rules and either implement them or obtain qualified 
personnel to do so. For example, an institution may have firewall specifications and rules that must be 
applied to all firewalls, while other institutions must arrange for firewalls themselves.  


Remember that, in most cases, IT staff are not archivists and do not have the same goals in handling 
electronic records as archivists. The rules for the larger enterprise may be at odds with those of the 
archives. Negotiations may be necessary, and archivists should maintain open communication with IT 
and regularly evaluate the tech environment to see if adjustments are needed. 


The general state of institutional technology will also have an effect on the procedures used with offline 
computers. Within the same institution, the age and capabilities of computers and I/O, as well as the 
age, variety, and capabilities of software, may vary greatly. Storage is also a potential issue, with much 
storage used different enterprises being off site, requiring connection through a network which may 
make the process online by definition, depending on one’s definition. 
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Hardware and Software Requirements 


Hardware and software for computers designated solely for offline use can be problematic. To begin 
with, one must consider the task that the equipment is to accomplish. We will assumed that the specific 
software needed for the job, apart from considerations of whether the computer is online or offline, will 
be handled based upon the specifics of that use. For instance, if the computer is being used for 
cataloging or producing finding aids, the appropriate software will be acquired. There are a wide variety 
of applications for accessing different types of databases, viewing or editing images, and handling 
audio/video. Although the online/offline capabilities of the computer may make a difference in the 
choice of these applications, they generally depend more on the specific task that they are designed to 
accomplish than on network access. For this reason they will not be discussed here.   


Four primary considerations must be made in deciding what configuration one wishes to use with the 
offline computer. They will be pretty much the same whether one is dealing with a staff use computer, 
public researcher computer, or multi/occasional use computer. (Data preservation computers have their 
own special needs and will be discussed later.) 


1. Access levels – Access to records should be set to the minimum level allowed only. One might 
think of this as “need to know.” Records should only be accessible to those authorized, and 
software and hardware should be used to assure such restrictions are in place. This may mean 
virtual machines, data filters, firewalls, or physical separation of record storage from the 
machine. Hardware and software for multi-factor authentication may be required. 


2. Input – Records may be stored on all manner of media. Optical media, such as CDs and DVDs are 
still fairly common, but it is increasingly the case that records are on hard drives, often external 
drives, or even remote servers. Storage media must be considered when configuring offline 
devices to allow access to the necessary records, and one must decide whether this means 
allowing some degree of online contact, in which case network security must be configured to 
segregate the computer as much as possible to protect the limited nature of access. Firewalls, 
encryption, and malware scanning software will be considerations here. 


3. Output – One of the biggest dilemmas in having the controlled access desired in an offline 
computer is determining how the machine will provide output for the work done. This may be 
easier to control on computers used by staff if the output is going to storage with controlled 
access, but there may still need to be special software or hardware to accomplish the task. In 
the case of both staff use and public use computers, special care must be taken with allowing 
connections through USB or other ports, possibly requiring limiting output storage hardware. 
Users today are used to being able to transfer records through online networks and cloud 
storage, so policies will need to address the alternatives offered. When possible, a dedicated 
printer connected directly to the computer is preferred to a network device. 


4. Software and firmware maintenance – Several issues must be considered when configuring a 
computer for use solely offline. Not the least of these is the rapidly increasing movement of 
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computing to “the cloud,” not just for storage, but as a computing platform. Many software 
suites now function online, in some cases requiring frequent online connection and others 
actually doing the work entirely online. This is becoming increasingly problematic, even for 
computers that generally work as part of online networks. Even offline computers must update 
software and firmware, requiring some sort of access to the updates.  


 
In addition: 


1. Plans for backup of data must be made, which may require special hardware and software.  
2. The degree to which these factors are a concern will, of course, be reflected in the degree to 


which the computer is meant to actually be offline.  
3. A computer that is meant to isolate records as much as possible from unwarranted access will 


have backup security needs that may be fairly stringent. 
4. A computer that is offline in some respects, but in such a way as to restrict access to a networks  


as opposed to always prohibited may have different security needs when it comes to backup. 
5. For security reasons, records will need to be backed up in another location, so in all cases some 


access will be required. The speed and efficiency of backup may be affected by the computer’s 
state as online or offline. 


6. Obsolescence of individual machines could be an issue, not only in maintenance of older 
machines for preservation, but because it is increasingly difficult to totally disconnect from 
networks on a permanent basis, meaning new machines can be problematic. 


 
Workflow 


To reiterate, the assumption is that we are setting up parameters for using computers in an offline state, 
in at least a large part to control access to records and maintain control over them according to 
professional standards. Because of the great variety of electronic record formats, types of hardware and 
software, rapidly changing nature of technology available to creators, users, and preservers of such 
records, and a myriad of other reasons, specific recommendations are not possible here. Additionally, if 
one is looking for the best way to use a computer that is generally connected to a network but which 
one wishes to occasionally use offline, the place to look for guidelines and practices is under the 
category of online computers. This is not to say that some of these practices might not be of worth in 
such situations, but as will later be shown, special steps must be taken to secure access in these cases. 


Most of the work in providing safe and effective access to records through offline computers is in 
configuring them for the specific needs for which they will be used. The majority of the rest lies in 
training and communication.  


General Points to Consider for Standalone Computer Policies 


1. Whenever possible, machines, and users, with different levels of access, should be separated. 
2. Whenever possible, records with differing levels of sensitivity or authorized access, should be 


separated.  







6 


3. In the event that physical separation (such as limiting access to a specific computer only, or 
requiring use of a specific computer to access a single storage device) is not possible, use 
roadblocks and compartmentalization. Put as many hurdles as possible between the entities 
with different access needs as possible, such as firewalls or access codes, and use virtual 
machines or drive partitions to separate the resources for the task into separate compartments. 
(Most users of computers with Windows operating systems will see what appears as two 
separate hard drives on their computer out of the box. There is, in fact, a single drive that has 
been logically partitioned into two separate areas, which the computer sees and treats as 
separate drives.) 


4. Use credential protocols, such as user name/password, a token, or a card, to control access to 
different “compartments” or equipment. Multi-factor access protocols, using more than one of 
these methods of authenticating the user’s identity and right to have access may be desired. The 
level of credentialing is likely going to be dependent on the sensitivity of access. A single 
username/password combination might suffice to access a machine used to produce inventories 
and finding aids, but a much higher state of security should be necessary to gain access to sealed 
records of constituent casework with PII or information covered under HIPAA. 


5. Access may be dependent on a person’s position or role in the organization, rather than tied to 
an individual. In such cases, credentials may need to be shared, although it would be preferred 
for each individual to have separate credentials. Whenever an individual leaves a position or 
role with access restrictions, credentials for that role should be changed.  


6. There may be a need to frequently change storage media to control access.  External hard drives 
may be required for different collections, or the records used may need to be brought to the 
computer through temporary storage, such as flash media. While the use of optical media such 
as DVDs and CDs is becoming obsolete, it is still prevalent in many archives and libraries, and 
provides a viable alternative for keeping records separated until accessed. 


7. If a computer is used with restricted access, active memory should be cleared immediately after 
use. 


8. Change passwords or other credentials often. 
9. Consult with your IT department, or whoever provides IT support periodically to be sure they 


understand your processes and have made no changes in them without your knowledge.  IT 
staff in large institutions often change things to respond to a certain need, but the changes can 
influence some processes without knowing. (The author of this module once found that firewall 
rules had been changed to keep audio and video files from being accessed across the network 
boundaries of a college campus, at least on university owned machines. Our archives provided 
online access to many of our oral history collections, so, needless to say, this was a problem.) 
We cannot expect IT to understand our needs unless we make them clear.  


10. Avoid generic login accounts that work with the same credentials on more than one staff-use 
machine. If possible, all staff should have their own login. There will likely be some other 
method of credentialed access to research machines. 


11. Discuss machine use regulations regularly with staff. 
12. Consider blocking USB access to computers used by staff. This may need to be weighed carefully 


against staff morale, in the event personnel use the computer to listen to music from mobile 
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devices while working. This is still a significant security vulnerability, just the same. 
13. Some simple log should be produced to show who is using what machine and for what. This 


information will allow administrators to track the last user of a machine that develops a problem 
and ask questions. It will also allow administrators to task staff with simple maintenance, anti-
malware scans, and to be sure that machines do not sit idle for too long without being updated 
or scanned. 


14. Be sure that standalone computers are included in your emergency preparedness and disaster 
recovery plans, along with any special software or records stored on them. 


15. Develop a policies and procedure guide specific to your machines and collections, and update it 
whenever there are changes. 


 
Points to Consider for Standalone Computer Configuration   


1. The first step in determining the process of configuring your offline computer arrangement is to 
determine what the needs are in regards to both access, and denial of access. A part of this is to 
determine the risk of losing control of accessibility. In the not unlikely event that more than one 
access arrangement is needed, the archivist must determine the need for additional machines, 
establishment of virtual machines, or acceptance of a modification of access. 


2. Computers that are configured for offline use only, sometimes called stand-alones or “air gap” 
devices, should be considered most often when truly sensitive data is being handled by the 
device. The handling of such information will be decided based on the level of that sensitivity.  
Sensitivity of data, of course, can be determined by numerous factors, from HIPAA-protected 
data to records that are restricted by donor agreement for use only with donor permission. The 
archivist must determine the level of effort and resources that should be expended to prevent 
unauthorized connection with the records.  
Consider the following: 


A. Records that are stored on a stand-alone computer will be on the hard drive in some 
form even after they have been deleted. Additional steps can be taken to make it more 
difficult to recover deleted records, and casual access to the computer may not reveal 
the remnants of the data to an unauthorized user, but there are simple software 
packages that can, recover, decode and copy many deleted files. If you use a computer 
offline to protect sensitive records, do not assume they are safe when the computer is 
not in use or the records have not been thoroughly removed from storage.  


B. If the data itself is very sensitive, one should consider encryption while in storage. 
C. Records used on an offline computer but stored on external storage media, will exist in 


memory on the computer, potentially after the external media is connected. 
D. The longer a computer is used without a network connection for updating software, the 


more vulnerabilities will exist in the software.  Design a process by which software can 
be updated periodically. 


E. If the computer is dedicated to a specific task that only requires certain software, 
consider disabling or even removing unneeded software. For example, if the computer is 
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only used to view records in document or PDF formats, there is no need for active 
Microsoft PowerPoint on the machine. 


F. If the computer is not truly a stand-alone device, but is rather a computer that has 
inactive connections or is not connected because it is a virtual machine, additional care 
must be taken to determine that access is limited to authorized personnel only.  


3. There may be collections of records that have different levels of access allowed. Administrators 
should determine the level of access. For example, a database of constituent correspondence 
may include personally identifiable information that should be protected, but also data that is 
appropriate for researcher access. It might even be appropriate for the archivist to view 
restricted information to answer specific questions that are acceptable research queries, but 
might not be answerable without viewing restricted records as well. In such cases, filters or 
access restrictions should be in place and online connections should not be used for the open 
records so that the restricted records will not be put at risk. 


4. The most common single way that electronic information is acquired without authorization is 
through physical transport. Customers, staff, researchers, thieves and spies regularly remove 
data on portable storage, either intentionally or accidently. Solid state flash memory, such as 
memory cards and USB thumb drives transport data out of an enterprise while at the same time 
often leaving malware behind. In addition to these storage devices, media players, phones, and 
other mobile devices are on the list of culprits. Because we are speaking of online/offline in 
terms of connection to other devices, this list comprises means of connection, effectively 
allowing communication almost as much as if the computer is online.  Control of storage devices 
must be part of securing access, both to protect electronic records and the computers. 
 


A good way to begin is to list the vulnerabilities to the electronic records and compare it to both limits to 
access required and the amount of access desired. Remember that this examination must be made in 
context of the environment of resources available. It would also be good to remember that security and 
assurance of data integrity are often at odds with convenience or expectations of accessibility.  


Public Access Computers Specifics 


1. Public research computers that are not intended to be connected to some network should have 
external connections disabled when not in use.  


2. Wireless and Ethernet should be at least disabled by an administrator in such a way that only an 
administrator can re-enable them. This should also be considered for any other input 
connection, including card readers and USB ports. 


3. Discuss with IT professionals about disconnecting v. disabling; not necessarily physically 
disconnecting, but removing the ability of the machine to reconnect without reconfiguring as 
opposed to turning off the access port. Consider disconnecting wireless, Ethernet, HDMI, card 
readers, USB, or other ports, as opposed to simply disabling them. This will take considerably 
more time on the part of IT personnel, but may be necessary in places where computers are not 
always within sight of staff and where there are a high volume of researchers. For example, a 
religious archives has a computer that is used to access copies of news articles stored in a 
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database and available for viewing but not for free digital copies. The computer is in a small 
recess in the research area and is not within sight of the staff. Researchers managed to 
reactivate disabled USB ports, and make copies of the articles, along with some images that 
were available for research but not for distribution. 


4. If ports must be left open, use USB port blockers. These devices fit into the USB ports like little 
plugs and are not locks, even though they come with Keys. The keys are just tools that make it 
easy to remove them from the port, a task that can also be accomplished with tweezers or two 
small kitchen knives. USB locks are available, but pricey and, while more of a hindrance to access 
than the port blocker, they are not infallible. Still, both of these items will hinder someone trying 
to access the computer ports. 


5. Determine policies and procedures for computer output. How will the researcher acquire the 
product of his or her work? While traditional note taking is still an option, it increasingly fails to 
meet the needs or desires of the researchers, particularly with the large amount of data in 
records and the skill sets of today’s researchers. Some options to consider: 


A. Printers are still handy, although researchers increasingly desire electronic formats 
for their research outcome. A printer hardwired into the actual computer would be 
the best option. Barring that, a network computer that is separated from the 
network by a firewall, (as is the research standalone computer) is acceptable. It may 
also be possible for staff to copy the records and print them from a staff network 
computer. 


B. If there are no use restrictions on any records accessed by the machine, and USB 
ports are enabled or can be enabled, the files can be copied directly to portable 
media, such as a clean flash drive, by the researcher. The clean part means that the 
archives is assured of the safety of storage device. USB drives with a fairly large 
amount of storage can be purchased in bulk (which can mean as few as 10 for those 
with tight budgets) and sold to researchers for an amount that might be less than 
the cost of paper copies. Much less, if the files are large in number. 


C. Optical disks, generally CDs or DVDs, can also be used if the software and hardware 
are available. The best situation would be to have the drives disabled or write-
blocked on the machine so that data can only be written to the optical disk (write 
blocking keeps data from being written to the drive on the machine), or to use an 
external drive operated by staff. As with printers, the files could be transferred on 
known safe media to a staff machine where the disk can be burned. As with the USB 
storage mentioned above, the institution should provide the disks. 


D. As with printers, the files could be transferred on known safe media to a staff 
machine where it can be emailed or otherwise provided to the researcher. 


E. In some cases, research will be done by a staff member with access to records that 
the average researcher does not have. Staff must be particularly careful in such 
cases to only copy appropriate data. 


6. Keep in mind that the “computer virus” (malware) has existed long before the Internet was 
commonly in use. Floppy disks and, later, diskettes often spread malware from device to 
device. Today, the Internet of Things, the vast amount of devices that communicate with 
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each other in the background of our activities, has provided access to networks and devices 
that were believed to be defended. Malware scripts are very small and usually well hidden. 
As of mid-2016, security specialists generally agree that malware lives undetected on a 
device for up to 256 days, unless it reveals itself or proper security discovers it. Any device 
that a researcher inserts into a computer could spread malware or download data if one is 
not alert. 


7. Methods of supplying the results of research will vary with institution, the records, and the 
technological arrangement. It will be a “people issue” as much as anything. Just as it is often 
difficult for researchers to understand why they are restricted to pencil and paper in the 
manuscript room or why all records have not been digitized, it is very difficult for them to 
understand the precautions taken with standalone computers. It may help to consider ways 
that these devices can be shown to be different from other access devices, used for 
providing extra layers of security, not as the old computers that have not yet been updated. 
Rhetoric aside, perception of the value of the computer configuration as offline may be a 
useful tool in obtaining compliance from researchers. 


 


Unassigned/Multi-Use Computers Specifics 


Some institutions have computers that are not in regular use. These may be laptop computers used to 
run presentation software, field work devices used to inventory or take notes away from the institution, 
or mobile devices used for audio/visual work. Regardless, these devices should receive the same 
treatment as those already listed, with some additions. 


1. Determine if the devices in question are to always be used in an offline state. We tend to 
consider these machines to be auxiliary devices, and in many cases the need for network 
connection will vary. 


2. Whether the device is used online or offline, care must be taken to provide regular 
maintenance, including charging, malware scans, and updates. 


3. If the computer will be used offline, develop a checklist for the user to help check the 
system and be sure all network connections are properly disabled. 


4. If records that are not meant to be publicly accessible are to be used with mobile devices, 
encrypt and password protect the data and the device. 


5. Use physical locks on mobile devices. The records on the computer can be stolen or 
corrupted if the device itself is taken or unauthorized access is attempted. 


6. Just as it is a good idea to have a checklist for system configuration that assures offline 
status, one should make note of the settings when the device is acquired and then restore 
those settings. Apart from courtesy, this reduces the chance that someone will try to adjust 
settings on the computer and inadvertently change something that may be missed the next 
time the computer is adjusted for offline use. 
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Static/Preservation Computers Specifics 


Computers that are meant to hold data in a secure state for preservation are generally kept offline and 
have controlled access. They tend to be servers, computers designed to hold data until needed and that 
are made to run for longer periods of time than a desktop. Because they are generally not accessed on a 
regular basis, the primary requirements are to have a full backup of the data, and both the primary and 
backup be tested on a regular basis for physical and logical integrity. Checksums are nice, but in many 
cases not adequate. A checksum can tell you that there is something wrong with the 32G video file on 
the server, but not where the corruption is or what form it takes. If the data is sensitive enough, a full 
bit-to-bit image of the original disk should be made. 


If the computer is the original device that held the records, and it is intended to preserve it as exactly as 
possible, the computer should be write protected. The mere action of powering up a computer will write 
data to the disk, let alone the act of connecting outside communication, even looking at the system. 
Write protection can be applied and a bit-to-bit image can be made of the original disk. If the device 
contains very valuable information, it might be worth making two disk images, one as a preservation 
backup, and one that can be examined by archivists. Even the drive being examined should be write 
protected when used. Malware scans may be done to this drive, as well as analysis of the data storage 
patterns. It might be worth noting that malware that is not in motion, rather lying dormant on a 
computer, may not be detected by initial scans. Later scans using updated signature files in the scanning 
software could detect malware that was not detected in previous scans. 


All preservation devices should be kept in a stable environment and examined periodically. It would be 
wise to keep track of the availability of parts for the devices in the event that replacement parts are 
needed. This is true of software as well. It does little good to preserve data that is machine readable, but 
not have a machine to read it. 


Summary 


Most enterprises do not use offline, or unconnected, computers except for special circumstances in 
which special care must be taken to control access. With data defacement and simple opportunities to 
attack a system being major motivating factors in cyber-attacks today, libraries and archives are 
vulnerable. They have used offline computers for years for numerous reasons, but the primary reason 
for deliberately doing so today is to remove avenues of attack for threats to data or access control. The 
variables are too great to write hard and fast rules for every institution, but by considering the concepts 
of controlling access to make data accessible only to those with the right to access it, to keep systems up 
to date without putting them at risk through network connection, and by devising reasonable steps to 
access data and disseminate it in a secure manner, offline computers can be quite useful in preserving 
records and providing controlled access in this day of being connected. 


Disabling/Enable USB ports temporarily in MS Windows 
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There are several scripts that will do this in the registry. They depend a bit on the version of Windows. 


You can generally disable the ports from the device manager in your control panel. Again, the path to 
this depends on the version of Windows. It is generally under “system” and or “Hardware”. These can be 
found in some of the configurations after Vista under the “maintenance” tab.  If you have your control 
panel set to the classic view, it is on the opening screen. 


In Windows 8 and 10 it pops up quickly in the search category off the Start Menu. 


If you expand the Device Manager, (some older configurations have hardware to be opened first,) you 
should be able to find the Universal Serial Bus controllers (aka, USB). Expand that and you will find the 
USB Root Hub. There will be one for each active USB connection on your motherboard, whether there is 
a port or not (there usually is or it would not be physically activated.) If you right click on each of the 
ports, you will have an option to disable or enable, depending on the state of the port at the time. If it 
offers the choice you wish, disable for example, click it. Do not click disconnect! Repeat for each of the 
Hubs. Undo your actions by coming back to the USB Root Hubs and repeating the process.  
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Example of an offline computer (in circle, lower right) that is connected to a network in a limited 
manner. There is an extra firewall in between the computer and the network router. This provides some 
security. If the computer used a dedicated computer connected directly to the computer, (dotted line) 
instead, it would reduce network connection. Notice this computer is also connected to a server for 
data. The server is also behind the firewall. If the configuration was changed, the computer could be 
disconnected from the network, assuming others didn’t need the same data server. 
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How easy is it to slip unauthorized data into an “offline” computer? 
A public library history room has four computers dedicated to genealogical research. They are offline. 
Using a very small flash drive that is no bigger than a penny, it was possible to release a script that 
turned on the wireless. The flash drive was placed by casually placing the right hand behind the 
computer as if exploring it and checking out the situation. 
 


 
The device on the right is a 32G flash drive. It was easily slipped into 


an unguarded USB port. 
 
Software was then run that was able to pick up the packet information of wireless devices in the 
immediate area, including the computer. 
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Screenshot of display of packet information captured by 


Wireshark software. There was much more data, 
but this is a part that shows fairly standard IP info and poses no risk. 


 
 
 Because a backdoor route was used to access the machine as an administrator, there was no problem 
downloading software that allowed remote control of the computer. The penetration tester was not 
especially skilled, and so the process took about 10 minutes. At the end of that time, the tester could 
control the computer from his laptop, download software, save up to 32G of data on the small drive 
(they come with more storage for the same space drive), and upload anything he might have had on the 
drive. He admits that the flaw in the administrator access control was lucky, but it is a common 
vulnerability in machines of this configuration. 
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Create AIP with DataAccessioner and Bagger 
May 17, 2016 


 
Overview and Rationale 


For preservation and to prove the files are authentic, we want the preservation masters for our digital 
files and the metadata about them to be stored together and maintained in a single package that makes 
it easy to verify that the contents are unchanged over time. This is the concept of an Archival 
Information Package (AIP) from the OAIS Reference Model.  
 
This workflow allows staff to generate a basic AIP using free tools, the PREMIS metadata standard, and 
the BagIt specification. It is particularly useful for institutions without a digital asset management 
system that would help automate this process. By using standards that are common across the 
profession, it increases the likelihood that the AIP will be able to be ingested into any management 
system the institution acquires or develops at a later date. 
 
This workflow is also designed with some flexibility so that different departments at the same institution 
can create compatible AIPs but still allow for variation between content types and department needs. 
Each department uses the same standards, the same top-level file directory structure, and creates a 
master metadata file. Each department can then make individual decisions about additional metadata to 
include and how to structure files within the "objects" folder in the bag. 
 
Procedural Assumptions 


● All files to be included in an AIP are stored in a folder together 
● PREMIS is the standard used for preservation metadata 
● The files have already been scanned for viruses 
● Appraisal has been completed 


 
Hardware and Software Requirements 


● DataAccessioner (free) to generate metadata about the files 
● XML Blueprint for XML editor to transform a subset of the DataAccessioner metadata into a 


master metadata file  
● Bagger (free) to package the AIP 


 
Workflow Overview 


 
  


 
Generate 
Metadata 


Change 
Directory 
Structure 


Add 
Metadata 


Files 
Bag Assign 


AIP ID 



http://dataaccessioner.org/

http://www.xmlblueprint.com/

https://github.com/LibraryOfCongress/bagger
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Workflow 


1. Assign identifier to the AIP, which includes the collection number, "er" to indicate it is electronic 
records, and a sequential number. Example: lib-999-er-000001 (the 1st AIP in collection LIB-999) 


 
2. Generate metadata about the files using DataAccessioner. The program must copy the files to 


another location in order to generate this metadata. This also ensures that a copy of the 
preservation masters remains available in case anything goes wrong while creating the AIP. Fill 
out the following fields in DataAccessioner: 


a. Your Name: also include position title if not regular staff (i.e. student assistant) 
b. Accession Number: AIP-ID 
c. Collection Title: AIP-ID and name (i.e. lib-999-er-000001_example) 
d. Access to Directory: AIP Staging Folder (where you want to copy files to) 
e. Source/Directory: the folder containing the files for the AIP (files to copy) 
f. Source name/Identifier: AIP-ID and name (same as collection title) 
g. Dublin Core: Title. Collection number (i.e. lib-999) 


 
DataAccessioner ready to copy 
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3. Reorganize the file directory structure of the copies made by DataAccessioner. The purpose of 
this step is to create a consistent structure that works for several departments at our institution. 
This will allow us all to submit our AIPs to an institutional preservation storage system that is 
currently in development. 


a. Rename the top level folder to add _bag to the end (i.e. lib-999-er-000001_bag) 
b. Rename the folder with the files (i.e. lib-999-er-000001_example) to "objects" 
c. Create a folder named "metadata" at the same level as the objects folder 
d. Add _da to the name of the DataAccessioner output file ((i.e. lib-999-er-000001_da.xml) 


and move it into the metadata folder 
 


4.  Add additional metadata files to the metadata folder. Files should be saved as XML or in plain 
text format to allow them to be searchable in a future preservation system. 


a. Create the master metadata file. This is a minimum amount of information that all 
departments are required to provide and will be ingested into our preservation storage 
system in a structured way. All other metadata will only be keyword searchable. 


i. Open the xml generated by DataAccessioner in XML Blueprint 
ii. Run the XSLT stylesheet to create the master file 


iii. Save in the metadata folder. File naming convention is AIP-ID_master.xml (i.e. 
lib-999-er-000001_master.xml) 


b. Convert the deed of gift to a text file and save in the metadata folder. File naming 
convention is Collection-ID_dg.xml (i.e. lib-999_dg.xml) 


c. Convert any other relevant metadata files to text files and save in the metadata folder. 
File naming convention is AIP-ID_code for metadata type. Could include preservation 
information, rights information, etc. 
 


5. Bag the contents of the AIP (files and metadata) using Bagger 
a. Click "Create Bag in Place" 
b.  Click the "Browse" button next to "Select Data" and select the folder with all of the files 


(lib-999-er-000001_bag in our example) and click "ok" 
c. The bag will be created 
d. Click "Save Bag" 
e. Click "Validate Bag" and then "Is Bag Complete" to verify the bag is correct 
f. If desired, additional metadata can be added to the bag using the Bag-Info tab 
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File Directory Structure Throughout the Process 
 


Structure created by DataAccessioner (Step 2) 
lib-999-er-000001 


  libl-999-er-000001_example 
Chart in Microsoft Word.xlsx 
File 1.docx 


   File 2.docx 
   File 3.docx 
   File 4.docx 
   File 5.docx 


lib-999-er-000001.xml 
 


Reorganized structure (Step 3)    
lib-999-er-000001_bag 


  metadata 
lib-999-er-000001_da.xml 


objects 
   Chart in Microsoft Word.xlsx 
   File 1.docx 
   File 2.docx 
   File 3.docx 
   File 4.docx 
   File 5.docx 
 


Structure of the completed bag (Step 5) 
lib-999-er-000001_bag 


  data 
metadata 


Lib-999_dg.xml 
Lib-999-er-000001_da.xml 
Lib-999-er-000001_master.xml 


objects 
    Chart in Microsoft Word.xlsx 
    File 1.docx 
    File 2.docx 
    File 3.docx 
    File 4.docx 
    File 5.docx 
  bag-info.txt 
  bagit.txt 
  manifest-md5.txt 
  tagmanifest-mdf.txt  
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XSLT to create master metadata file from DataAccessioner output 
Note: the grey text between <!-- --> are comments. For each piece, they explain what information is 
being pulled from the DataAccessioner output, the PREMIS being generated, and if it is required or 
optional in our institution's implementation. The rules for optional portions are within comments. To 
make them work, the --> should be moved to the end of the explanation so that the rules are outside 
the comment and will be acted upon. 
 
<xsl:stylesheet  
 xmlns:xs="http://www.w3.org/2001/XMLSchema" 
 xmlns:xsl="http://www.w3.org/1999/XSL/Transform" version="2.0" 
 exclude-result-prefixes="xs" 
 xmlns:dc="http://purl.org/dc/elements/1.1/" 
 xmlns:premis="info:lc/xmlns/premis-v2"> 
 
<xsl:template match="/"> 
 
<master> 
 
<!-- gets AIP title from dc:title field in DataAccessioner XML (mandatory). --> 
 
<dc:title><xsl:value-of select="//dc:title"/></dc:title> 
 
<premis:object> 
 
<!-- gets AIP identifier from accession number attribute in DataAccessioner XML (mandatory). PREMIS 1.1 --> 
<premis:objectIdentifier> 
 <premis:objectIdentifierType>Locally defined identifier</premis:objectIdentifierType> 
 <premis:objectIdentifierValue><xsl:value-of select="//*[local-name() = 
'accession']/@number"/></premis:objectIdentifierValue> 
</premis:objectIdentifier> 
 
<!-- inserts default object category of aggregate (mandatory). Change if needed using controlled vocabulary. 
PREMIS 1.2 --> 
<premis:objectCategory>aggregate</premis:objectCategory> 
 
<!-- inserts tags for preservation level (optional). PREMIS 1.3 
<premis:preservationLevel> 
 <premis:preservationLevelType>NEEDS-DATA</premis:preservationLevelType> 
 <premis:preservationLevelValue>NEEDS-DATA</premis:preservationLevelValue> 
 <premis:preservationLevelRole>NEEDS-DATA</premis:preservationLevelRole> 
 <premis:preservationLevelRationale>NEEDS-DATA</premis:preservationLevelRationale> 
 <premis:preservationLevelDateAssigned>NEEDS-DATA</premis:preservationLevelDateAssigned> 
</premis:preservationLevel> --> 
 
<!-- starts PREMIS 1.5--> 
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<premis:objectCharacteristics> 
 
 <!-- gets every composition level from DataAccessioner XML (optional) and removes duplicate values. 
PREMIS 1.5.1 --> 
 <xsl:for-each select="//premis:compositionLevel[not(.=preceding::premis:compositionLevel)]"> 
  <xsl:copy-of copy-namespaces="no" select="."/> 
 </xsl:for-each> 
 
 <!-- gets every size from DataAccessioner XML and adds the values to give total size of AIP in bytes 
(optional). PREMIS 1.5.3 --> 
 <premis:size><xsl:value-of select="format-number(sum(//premis:size),'#')"/></premis:size> 
  
 <!-- gets every format from DataAccessioner XML and removes duplicates based on format designation 
(name and version). (mandatory). PREMIS 1.5.4--> 
 <xsl:for-each 
select="//premis:format[not(./premis:formatDesignation=preceding::premis:format/premis:formatDesignation)]"> 
  <xsl:copy-of copy-namespaces="no" select="."/> 
 </xsl:for-each> 
  
 <!-- inserts tags for creating application (optional). PREMIS 1.5.5 
 <premis:creatingApplication> 
  <premis:creatingApplicationName>NEEDS-DATA</premis:creatingApplicationName> 
  <premis:creatingApplicationVersion>NEEDS-DATA</premis:creatingApplicationVersion> 
  <premis:dateCreatedByApplication>NEEDS-DATA</premis:dateCreatedByApplication> 
  <premis:creatingApplicationExtension>NEEDS-DATA</premis:creatingApplicationExtension> 
 </premis:creatingApplication> --> 
  
 <!-- inserts tags for inhibitors (mandatory if applicable). PREMIS 1.5.6   
 <premis:inhibitors> 
  <premis:inhibitorType>NEEDS-DATA</premis:inhibitorType> 
  <premis:inhibitorTarget>NEEDS-DATA</premis:inhibitorTarget> 
  <premis:inhibitorKey>NEEDS-DATA</premis:inhibitorKey> 
 </premis:inhibitors> --> 
 
</premis:objectCharacteristics> 
 
<!-- gets collection ID from collection name attribute in DataAccessioner XML (mandatory). PREMIS 1.13 --> 
<premis:relationship> 
 <premis:relationshipType>structural</premis:relationshipType> 
 <premis:relationshipSubType>Is Member Of</premis:relationshipSubType> 
 <premis:relatedObjectIdentifier> 
  <premis:relatedObjectIdentifierType>Object identifier 
value</premis:relatedObjectIdentifierType> 
  <premis:relatedObjectIdentifierValue><xsl:value-of select="//*[local-name() = 
'collection']/@name"/></premis:relatedObjectIdentifierValue> 
 </premis:relatedObjectIdentifier> 
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</premis:relationship> 
 
<!-- inserts default repository (mandatory). PREMIS 1.13 --> 
<premis:relationship> 
 <premis:relationshipType>structural</premis:relationshipType> 
 <premis:relationshipSubType>Is Member Of</premis:relationshipSubType> 
 <premis:relatedObjectIdentifier> 
  <premis:relatedObjectIdentifierType>Object identifier 
value</premis:relatedObjectIdentifierType> 
  <premis:relatedObjectIdentifierValue>RBRL</premis:relatedObjectIdentifierValue> 
 </premis:relatedObjectIdentifier> 
</premis:relationship> 
 
<!-- inserts tags for additional relationships (optional). PREMIS 1.13  
<premis:relationship> 
 <premis:relationshipType>NEEDS-DATA</premis:relationshipType> 
 <premis:relationshipSubType>NEEDS-DATA</premis:relationshipSubType> 
 <premis:relatedObjectIdentifier> 
  <premis:relatedObjectIdentifierType>Locally defined 
identifier</premis:relatedObjectIdentifierType> 
  <premis:relatedObjectIdentifierValue>NEEDS-DATA</premis:relatedObjectIdentifierValue> 
  <premis:relatedObjectSequence>NEEDS-DATA</premis:relatedObjectSequence> 
 </premis:relatedObjectIdentifier> 
</premis:relationship> --> 
 
</premis:object> 
</master> 
 
</xsl:template> 
  
</xsl:stylesheet> 
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Overview and Rationale 
When copying files from their original storage environment to the archives, the authenticity and 
integrity of these files must be preserved. Standard copying procedures can result in errors. 
Therefore, archivists need to use tools to ensure the copying process was accurate. 
  
DataAccessioner is a free program that compares the MD5 checksum of each file before and 
after copying to make sure there were no errors, extracts metadata from each file using FITS, 
and saves the results as a XML file, with most of the metadata following PREMIS.  
 
For more details, see the DataAccessioner Webpage and the DataAccessioner User Guide 
 
Because software mediates and records all interactions, it is possible to have a student 
assistant or support staff person perform this task. This can free up the time of the digital 
archivist for more complex work. The digital archivist should monitor their work by checking the 
DataAccessioner output for errors and may also wish to check a sample of the original disks 
against the files copied.  


Procedural Assumptions 
Files are being copied from removable media to a storage location. DataAccessioner can also 
be run from a thumb drive or external hard drive, so it can be used to copy files from a donor's 
computer on location. DataAccessioner would not be useful for transferring files over a network. 
 
Removable media has been scanned for viruses so the preservation storage is protected. The 
media is attached to the computer using write blocking technology to ensure that nothing alters 
the original files. 
 
This process extracts metadata and automatically generates documentation about the copying 
process, which is useful for accessioning and preservation monitoring but also slows down the 
copying process. As a faster alternative, TeraCopy will compare CRC checksums before and 
after copying to confirm that files are copied correctly but does not extract metadata or generate 
documentation. Download for free at: http://codesector.com/teracopy 
 
This process is capturing files and maintaining their directory structure, but does not capture any 
systems information, deleted files, etc. that an original computing environment have. If it is an 
original computing environment, and factors associated with that environment could be relevant 
to the archival record, a disk image may be a more appropriate way to copy the donation. 



http://dataaccessioner.org/

http://dataaccessioner.org/downloads/da-1-0-0/DataAccessionerGuide_v1_0.pdf

http://dataaccessioner.org/downloads/da-1-0-0/DataAccessionerGuide_v1_0.pdf

http://codesector.com/teracopy

http://codesector.com/teracopy
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Hardware and Software Requirements 
DataAccessioner (v1.0.0-beta) may be downloaded for free at http://dataaccessioner.org/da-
version-notes.htm#1.0.0-beta 
 
DataAccessioner requires Java 1.6 
 
To view the XML output as a spreadsheet, also requires the DataAccessioner Metadata 
Transformer. Download for free at http://dataaccessioner.org/da-mt.htm 
 


Workflow Overview 


 


Workflow 
See an example here of the interface completely filled out and ready to copy. 


1. Input Basic Metadata 


Your Name: include position if not regular staff, i.e. Amy Smith (student assistant) 
 
Accession #: Format is Year_Sequential Number_ER, i.e. 2016_32_ER  
Note: the "ER" designates that it is electronic records. Papers and other formats 
received at the same time will have the accession number, i.e. 2016_32. 
 
Collection Title: Use the official title from the Resource_IDs spreadsheet. 
 


   Input 
 


Designa
  


Copy 
 


Record 
 


Input 
 


Designa
 



http://dataaccessioner.org/da-version-notes.htm#1.0.0-beta

http://dataaccessioner.org/da-version-notes.htm#1.0.0-beta

http://dataaccessioner.org/da-mt.htm

http://dataaccessioner.org/da-mt.htm
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2. Designate Where to Save the Files 


Click on "Accession to Directory" and select the folder where the files should be 
saved. This is the folder named with the collection number located on our 
preservation server.  
 
During copying, DataAccessioner creates two folders inside the folder designated as 
the accession directory:  


 
1. Folder named with the accession number, if it doesn't already exist. If it does 


exist, it will save the files inside the existing accession number folder. 
 


2. Folder named with the disk name (the Source Name/Identifier field) inside the 
accession number folder.  


 
This means that the accession directory should not be named with the accession 
number or DataAccessioner will create another folder inside of it also named with the 
accession number. 
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3. Designate Files to Copy 


Click on "Source/Directory" and select the location of the files. The file directory will 
be displayed.  
 
Highlight files or folders and click "Exclude" if they should not be copied. Highlight 
excluded files or folders and click "Include" if they should be copied. 


 
DataAccessioner will populate the field Source Name/Identifier with the name that 
was entered for the disk when it was created. Replace this with the disk name, 
combining the disk ID number and the disk label. The format is Disk-ID_Disk Name. 
Replace punctuation and other odd characters (< > : " / \ | ? . ! * ½) with a space, 
dash or underscore as DataAccessioner will not copy with those characters. Use 
whatever punctuation best serves to maintain the original meaning of the label. 
 
Example: the first CD in collection 350 with the label "Jones Photo: Rome 7/05" is 
RBRL-350-CD-001_Jones Photo_Rome 7-05 
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4. Input Dublin Core Metadata (optional) 


Highlight the folder that you want to associate the Dublin Core metadata with, usually 
the top level folder. 
 
Select the Dublin Core Element to add from the dropdown menu and type the value 
into the Metadata Value box. Then click "Add New".  The metadata will become part 
of the XML output of DataAccessioner. 
 


 
 


5. Copy Files 


Click "Migrate" to copy the files.  
 
Once migration is complete, if there are no errors, the message "Success!" displays 
on the bottom left of the interface, under the Migrate button. Otherwise, a window will 
pop up indicating there are errors and asking if you would like to view them. 


 
Common Errors: 
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● Unable to set last modified date: negative time. Most commonly happens 
with 3.5" floppy disks. A visual comparison of the files copied and files on the 
disk generally show that the last modified date is actually unchanged. No action 
is required other than to document the error. 


 
● Unable to copy individual files or Unable to generate an MD5 sum for a file. 


Both errors indicate the file was not copied. Attempt to copy using TeraCopy 
instead. 


 
● Unable to detect any files. Attempt to copy using TeraCopy. If that doesn't 


work make a disk image using AccessFTK Imager. Also check the disk 
properties and see if the disk might be empty. If all of those fail, the files are 
considered unrecoverable and the disk is discarded. Before making this much 
effort, determine if the files are worth the time to recover based on the disk 
label and any related papers. 


 
6. Record Results 


For each disk, record the results of the copying procedure in the preservation 
documentation (see example). Standardized text: 
 


For no errors: Copied files from the media to the accession folder on the 
preservation server with DataAccessioner. No errors were detected. 
 
For errors: Copied files from the media to the accession folder on the 
preservation server with DataAccessioner. The following errors were detected: 
list the errors and any actions taken to address those errors 


  
DataAccessioner generates an XML file (see example) and saves it to collection 
folder. Rename the file with the disk number and indicate it is from DataAccessioner 
(i.e. rbrl-350-cd-001_data-accessioner) and save it to the accession folder.  This must 
be done before you copy another disk from that accession or the XML will be 
overwritten.  
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View the XML File as a Spreadsheet 
DataAccessioner produces an XML file with metadata about each folder and file, most of it in 
PREMIS. A subset of this metadata can be easily converted into a spreadsheet using the 
DataAccessioner Metadata Transformer to make it easier to analyze. 
 
The report contains the Directory Path, File Name, Date Last Modified, Size (in bytes), MD5, 
and File Format. You could change the XSLT that generates the report to get other fields. 
 
Instructions for generating the report: 
 


1. Click "Add DA Metadata" and select the file you want to convert. 
2. Highlight the "files.html.xslt" report and click "Remove Report Type". 
3. Click "Select Output Directory" and select where the file should be saved. 
4. Click "Generate Reports". This produces a CSV file which can be opened in Excel (see 


example).  
 



http://dataaccessioner.org/da-mt.htm
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Examples 
 
DataAccessioner Interface - Ready to Copy 
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Preservation Documentation 
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DataAccessioner XML Output 
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DataAccessioner Metadata Transformer - CSV Output 
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Overview and Rationale 
Most of our modern collections are hybrids, containing papers, digital files, photographs, 
audiovisual materials, and many other formats. Archivists often house these materials 
separately to best physically care for these different kind of records. However, the description of 
each format can be integrated in the finding aid in order to preserve the original relationship 
between these materials and to help the researchers find everything on the same subject. This 
type of description gives priority to the intellectual relationships (describing everything related to 
constituent services in a single series, for example) over formats (having a series for all digital 
files). 
 
These guidelines show how to use Archivists' Toolkit (AT) to add description of digital files to the 
finding aid for a hybrid collection. It defines how to use each of AT's fields to describe digital 
files in a way that preserves the relationships with other types of records and also makes it clear 
to the researcher what part of the collection is digital. 


Procedural Assumptions 
These guidelines were developed for hybrid collections where the papers were already 
processed and described in AT and the description of the digital files is being added afterwards 
by the digital archivist. However, these guidelines will still apply if an entire series or an entire 
collection is digital. The archivist would simply need to supply all of the description (scope and 
content note, abstract, biographical note, etc.) rather than supplementing existing description. 
 
Some steps in these guidelines assume a basic familiarity with Microsoft Excel. 


Hardware and Software Requirements 
These guidelines are designed for Archivists' Toolkit (http://www.archiviststoolkit.org/), an open 
source archival data management system. This tool is no longer being supported by the 
developers, and will soon be merged into a new product called ArchivesSpace, but is still widely 
in use by archival repositories. 
 
 
 
  



http://www.archiviststoolkit.org/
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Workflow Overview 
The first part of these guidelines identifies the fields to use for three levels of description:  
 


● Collection Level 
● Series and Subseries Level 
● Folder Level 


 
The second part of these guidelines describe two options for adding description of digital files to 
an existing finding aid (resource record) in AT: 
 


● Directly input the information using a rapid data entry screen 
● Ingesting description from a spreadsheet 


Workflow: Collection Level Description 
Add description of the digital files to the following fields in Archivists' Toolkit: 
 
Dates:  Update dates to include the dates of the digital files. 
 
Extent:  Add the total file size to the Container Summary Field.  Example: (1.25 linear feet and 
104 megabytes). If an entire collection is digital, also put the file count in the Extent Number 
Field. 
 
Abstract:  Add any important subjects that are only in the digital files to the abstract. If there is 
a list of document types as part of the abstract and there is a significant amount of digital 
material,  add digital files to that list. If there is a small amount of digital material, the digital files 
do not need to mentioned in the abstract. 
 
Scope and content note: Add any important subjects that are only present in the digital files to 
the scope and content note. In the note, indicate when you are describing digital files (example: 
The digital files include his campaign website and research on Georgia's shipyards). If the 
subjects of the paper and digital files are the same, do not describe the digital files separately. 
 
Access note:  In a separate paragraph from any other access notes, use standardized text to 
indicate that digital files are present and instruct the researchers on how to request them: 
 


[List of series] contain digital files. To access these files, please request the folders you 
would like through the finding aid using your research account. An archivist will be in 
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contact with you to explain how to access the files. Please note that not all file formats 
are currently supported by the library for research use. 


 
Names and subjects: Update to include any important subjects only present in the digital files. 
 
Finding Aid Data:  If the papers were processed at a different time or by someone else, put the 
date in the Revision Date field and the description "Digital files were added to this finding aid by 
[name]" in the Revision Description field.  
 


Examples: in AT and the finding aid 
 
Collection Level Description - Extent 
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Collection Level Description - Access Restrictions 
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Collection Level Description - Scope and Content Note 
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Collection Level Description - Finding Aid Author 
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Workflow: Series and Subseries Level Description 
Add description of the digital files to the following fields in Archivists' Toolkit. These fields are a 
subset of the fields used for collection level description. The only difference between how they 
are used is the wording of the access note. See the examples for Collection Level description 
(above) to see what these look like in AT and the finding aid. 
 
Dates:  Update dates to include the dates of the digital files. 
 
Extent:  Add the total file size to the Container Summary Field.  Example: (1.25 linear feet and 
104 megabytes). If an entire series or subseries is digital, also put the file count in the Extent 
Number Field. 
 
Scope and content note: Add any important subjects that are only present in the digital files to 
the scope and content note. In the note, indicate when you are describing digital files (example: 
The digital files include his campaign website and research on Georgia's shipyards). If the 
subjects of the paper and digital files are the same, do not describe the digital files separately. 
 
Access note:  In a separate paragraph from any other access notes, use standardized text to 
indicate that digital files are present and instruct the researchers on how to request them: 
 


[This series/subseries] contain digital files. To access these files, please request the 
folders you would like through the finding aid using your research account. An archivist 
will be in contact with you to explain how to access the files. Please note that not all file 
formats are currently supported by the library for research use. 


Workflow: Folder Level Description 
Arrangement:  If there are also papers in the series or subseries, the description of the digital 
files typically goes at the end of the folder list for that series or subseries. This allows us to 
describe intellectually-related content together by having them in the same series, make it 
easier for a researcher to go directly to the description of the digital content since it is in a 
predictable place, and reduces the amount of time spent integrating the description. However, if 
there are papers that are directly related to the digital files, such as being about the same 
subject or the contents of a disk that was removed from a folder of papers, the description can 
be integrated even more closely. 
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For example, in the ACLU of Georgia Records finding aid, papers and digital files related to the 
same case are described together: 
 
American Civil Liberties Union of Georgia Records Finding Aid 
 


 
 
Level of Description: The folder title in the finding aid for digital files represents a group of 
related subfolders and files. This might be the contents of an entire disk, if files were received 
on smaller media, or the highest level of the file directory, if the files are from a more complex 
computing environment such as a shared server. Only include additional levels of the file 
directory in the finding aid if they significantly aid access and do not generate a list that is so 
long it will overwhelm the researcher or cause the finding aid to take a long time to load in a web 
browser.  
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Instead of a long list of folder titles in the finding aid, convey additional information about these 
files through scope and content notes for individual folders and by linking spreadsheets to the 
finding aid that include an item level list of the contents of that folder. 
Add description of the digital files to the following fields in Archivists' Toolkit: 
 
Title: Add [digital files] to the end of each folder title to differentiate these from papers. 
 
Instance: Assign a container number and a barcode. This provides a unique ID for citing and 
tracking these files, is another way for the researcher to see these are different than paper 
records, and also makes the requests work better with Aeon, our circulation system. 
 


Container 1 Type: Digital 
Container 1 Indicator: ER and sequential number (example: ER 1) 
Barcode: Collection number, ER, and six digit sequential number (example: 
RBRL343ER000001)  


 
Generating Barcodes 
Use Excel to generate a list of barcodes. For a few barcodes, these can be copied and 
pasted into AT to assign them to the appropriate containers. With many barcodes, use 
Excel to convert them into scannable barcodes by adding an asterisk before and after 
the barcode and then selecting the barcode font. 


 
Scope and Content Note: If a folder title is generic (example: Speeches), add a scope and 
content note to describe the main subjects in that folder. 
 
Scope and Content Note - Inventory:  If the majority of the file names within a folder contain 
subject terms that a researcher might want to search, as opposed to codes or generic names, 
create an item level inventory and link to the finding aid. Also include a scope and content note 
for that folder in the finding aid to improve the searchability of the finding aid. 


 
1. Make a directory print of the folder that includes the folder path, file name, and date. 
2. Save as a spreadsheet and name the file with its unique ID (the barcode) and the 


folder title. 
3. Remove lists of the contents of restricted folders so the description in the 


spreadsheet matches what is available in the finding aid. 
4. Save in the folder with the access copies. 
5. Save a copy in Google Drive and link to finding aid. 
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Examples: in AT and the finding aid 
 
Folder Level Scope and Content Note 
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Folder Level Access Note 
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Folder Level Container Instance 
 


 
 
 
Item Level Inventory to Link to Finding Aid 
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Finding aid (Zell Miller Papers) 
 


 


Workflow: AT Rapid Data Entry Screen 
To enter data into AT directly, use a Rapid Data Entry (RDE) Screen to streamline the process. 
This puts all the fields you might need in a single window, so you don't have to remember which 
fields to use or click on different tabs to find them. It also allows you to make a field "sticky," 
meaning every time you use the screen it will have the information from the previous folder 
already filled in so you don't have to retype. Once you set up a RDE screen, it will be available 
to anyone using AT at your repository. 
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Making a Rapid Data Entry Screen 
To make a new RDE screen, go to Setup - Configure Rapid Data Entry Screens  and click "Add 
Record". You will get the following dialog box: 
 


Dialog Box for Configuring a Rapid Data Entry Screen 


 
 


1. Type a name for your screen in the Rde Screen Name box 
2. Select items from the menu on the left ("Items to pick from") and click "Add" to make part 


of your screen. It will appear on the right side of the window under "Items picked." 
3. Double click on any item to select if it should be sticky by default. You can also change 


stickiness every time you are using a screen. 
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4. Adjust the order of the items in the list with the "move up" and "move down" buttons. 
5. Click "ok" to save 


 
 
Using a Rapid Data Entry Screen 
 


1. In the resource record, click on the folder or file in the navigation pane on the left that 
you want these records to be under. For instance, click on the Series folder and it will 
add the folders as children of that series, after any other children already under that 
series. 


2. Select the screen from the "Rapid Data Entry" menu near the bottom of the window. 
3. Fill in the information for the first folder. 
4. Click the +1 button to get another screen to enter the information for the next folder. 


Information in fields with red labels (the sticky fields) will already be in the screen. 
5. When you finish with the last one, click ok. 


Note: your work is not saved until you click ok and then click save. 
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RDE Screen for Digital Files, Filled In 
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RDE Screen for Digital Files, After Clicking +1 from the Previous Screen 
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Workflow: Ingest Spreadsheet into AT 
When there are a lot of folders to describe, it can be easier to make the inventory in a 
spreadsheet first and then ingest it into AT and add it to the collection's resource record. 
Spreadsheets make it faster and more accurate to generate container numbers (using autofill), 
make it easier to check the data for accuracy (using filters and conditional formatting), and AT 
does not have spell check. 
 
Spreadsheets can be converted into EAD and ingested into AT using a mail merge template. 
These instructions are for Microsoft Office 2010. Different versions may work slightly differently. 
 


1. Create a spreadsheet with an inventory of the folders using the following fields: 
a. Level: the c0 number it should have in EAD 
b. Type: series, subseries, file 
c. Container: the ER number 
d. Title: [digital files] will be added later 
e. Date 
f. Description: this is for scope notes 
g. Inventory_URL: this is for the link to a spreadsheet with item level description 
h. Restrictions 


 
2. Add EAD tags to the folder list using a mail merge template. 


a. Open the mail merge template in Word. 
b. If you have used the template before, you will get a message about running a 


SQL command.  Click no and the template will open. The template is trying to 
connect to the spreadsheet last used for a merge. 


c. In the Mailings tab, click on Start Mail Merge - Normal Word Document. 
d. Click on Select Recipients - Use Existing List and select the spreadsheet. 
e. Click on Finish and Merge - Edit Individual Documents - ok. A new document will 


be produced. Each page is a single row of your spreadsheet filled into the tags 
from the template. 


 
3. Clean up the document using a macro.This uses a series of find and replace commands 


to nest the <c0> tags to create the proper hierarchy and delete empty tags. The macro 
works for up to level c05. If using c06 or deeper, the macro will need to be modified. 


a. Save the cleanup macro to the mail merge template to always have access to it. 
On the View tab, go to Macros - view macros. Type the name of the macro and 
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click Create. Copy the text from the macro into the Visual Basic window that 
opens and save it. 


b. To run the macro, first click on the top of the document, before the first line of 
text. Then go to the View tab, click on Macros, and double click on the name of 
the cleanup macro. 


c. After running the macro, add the closing tags at the very end of the document.  
For example, if the last tag in the document is </c03>, also add </c02></c01> 


 
4. Copy the inventory into a template to create a very basic EAD record that can be 


imported into AT.  Also add the collection title and ID number so you can find the file in 
the AT resource record list. Save as an xml file. 


 
5. Import the EAD record into AT.  Under the Import menu, select Import EAD and browse 


to the file. You will get a message that indicates the file is an invalid record because it is 
missing mandatory fields. Ignore the message and click ok. 


 
6. Merge the inventory EAD with the existing resource record in AT. 


a. Double click on Resources to update the list to include the file you just imported. 
b. Highlight your new file and the existing resource record. 
c. Click the Merge button. 
d. Highlight the existing resource record as the item to merge into.  This means the 


folder list from your new record will be added to the existing resource record. Any 
other information in your new record, like the collection title, will be deleted. Click 
"select" and then "yes" and the files will be combined. 


 
7. Open the resource record.  The last folder in the record will contain the inventory for the 


digital files.  In the navigation pane on the left, drag each folder to the correct location in 
the arrangement. 


 
8. Add the barcodes. This has to be done after the file is in AT unless you have the Yale 


plugin that allows for barcodes to be imported. 
 
Use Excel to generate a list of barcodes. For a few barcodes, these can be copied and 
pasted into AT to assign them to the appropriate containers. With many barcodes, use 
Excel to convert them into scannable barcodes by adding an asterisk before and after 
the barcode and then selecting the barcode font. 
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Examples: Ingest Spreadsheet into AT 
 
Spreadsheet Ready to Import 
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Mail Merge Template 
 
The portions bracketed by «» are where the data from your spreadsheet will go. The column 
header in the spreadsheet must match the text within the brackets exactly. 
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Results for one folder after the mail merge 
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Template to make EAD Document 
 
Save the template as a plain text file so that no Microsoft Word hidden formatting is introduced 
to your document. This may prevent it from imported into AT correctly. 
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cleanup macro 
 
Sub cleanup() 
' 
' cleanup Macro 
' 
'Selection.All 
With Selection.Find 
.Text = "^b" 
.Replacement.Text = "" 
End With 
Selection.Find.Execute Replace:=wdReplaceAll 
 
'Selection.All 
With Selection.Find 
.Text = "^p" 
.Replacement.Text = "" 
End With 
Selection.Find.Execute Replace:=wdReplaceAll 
 
'Selection.All 
With Selection.Find 
.Text = "^t" 
.Replacement.Text = "" 
End With 
Selection.Find.Execute Replace:=wdReplaceAll 
 
'Selection.All 
With Selection.Find 
.Text = "<container type=""box""></container>" 
.Replacement.Text = "" 
End With 
Selection.Find.Execute Replace:=wdReplaceAll 
 
'Selection.All 
With Selection.Find 
.Text = "<container type=""folder""></container>" 
.Replacement.Text = "" 
End With 
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Selection.Find.Execute Replace:=wdReplaceAll 
 
'Selection.All 
With Selection.Find 
.Text = "<unitdate></unitdate>" 
.Replacement.Text = "" 
End With 
Selection.Find.Execute Replace:=wdReplaceAll 
 
'Selection.All 
With Selection.Find 
.Text = "</c01><c02" 
.Replacement.Text = "<c02" 
End With 
Selection.Find.Execute Replace:=wdReplaceAll 
 
'Selection.All 
With Selection.Find 
.Text = "</c01><c03" 
.Replacement.Text = "<c03" 
End With 
Selection.Find.Execute Replace:=wdReplaceAll 
 
'Selection.All 
With Selection.Find 
.Text = "</c01><c04" 
.Replacement.Text = "<c04" 
End With 
Selection.Find.Execute Replace:=wdReplaceAll 
 
'Selection.All 
With Selection.Find 
.Text = "</c01><c05" 
.Replacement.Text = "<c05" 
End With 
Selection.Find.Execute Replace:=wdReplaceAll 
 
'Selection.All 
With Selection.Find 
.Text = "</c02><c01" 
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.Replacement.Text = "</c02></c01><c01" 
End With 
Selection.Find.Execute Replace:=wdReplaceAll 
 
'Selection.All 
With Selection.Find 
.Text = "</c03><c01" 
.Replacement.Text = "</c03></c02></c01><c01" 
End With 
Selection.Find.Execute Replace:=wdReplaceAll 
 
'Selection.All 
With Selection.Find 
.Text = "</c04><c01" 
.Replacement.Text = "</c04></c03></c02></c01><c01" 
End With 
Selection.Find.Execute Replace:=wdReplaceAll 
 
'Selection.All 
With Selection.Find 
.Text = "</c05></c01" 
.Replacement.Text = "</c05></c04></c03></c02></c01><c01" 
End With 
Selection.Find.Execute Replace:=wdReplaceAll 
 
'Selection.All 
With Selection.Find 
.Text = "</c02><c03" 
.Replacement.Text = "<c03" 
End With 
Selection.Find.Execute Replace:=wdReplaceAll 
 
'Selection.All 
With Selection.Find 
.Text = "</c03><c02" 
.Replacement.Text = "</c03></c02><c02" 
End With 
Selection.Find.Execute Replace:=wdReplaceAll 
 
'Selection.All 
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With Selection.Find 
.Text = "</c03><c04" 
.Replacement.Text = "<c04" 
End With 
Selection.Find.Execute Replace:=wdReplaceAll 
 
'Selection.All 
With Selection.Find 
.Text = "</c04><c03" 
.Replacement.Text = "</c04></c03><c03" 
End With 
Selection.Find.Execute Replace:=wdReplaceAll 
 
'Selection.All 
With Selection.Find 
.Text = "</c04><c02" 
.Replacement.Text = "</c04></c03></c02><c02" 
End With 
Selection.Find.Execute Replace:=wdReplaceAll 
 
'Selection.All 
With Selection.Find 
.Text = "</c04><c05" 
.Replacement.Text = "<c05" 
End With 
Selection.Find.Execute Replace:=wdReplaceAll 
 
'Selection.All 
With Selection.Find 
.Text = "</c05><c04" 
.Replacement.Text = "</c05></c04><c04" 
End With 
Selection.Find.Execute Replace:=wdReplaceAll 
 
'Selection.All 
With Selection.Find 
.Text = "</c05><c03" 
.Replacement.Text = "</c05></c04></c03><c03" 
End With 
Selection.Find.Execute Replace:=wdReplaceAll 
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'Selection.All 
With Selection.Find 
.Text = "</c05><c02" 
.Replacement.Text = "</c05></c04></c03></c02><c02" 
End With 
Selection.Find.Execute Replace:=wdReplaceAll 
 
'Selection.All 
With Selection.Find 
.Text = "&" 
.Replacement.Text = "&amp;" 
End With 
Selection.Find.Execute Replace:=wdReplaceAll 
 
 
'Selection.All 
With Selection.Find 
.Text = "<scopecontent><p></p></scopecontent>" 
.Replacement.Text = "" 
End With 
Selection.Find.Execute Replace:=wdReplaceAll 
 
 
'Selection.All 
With Selection.Find 
.Text = "<accessrestrict><p></p></accessrestrict>" 
.Replacement.Text = "" 
End With 
Selection.Find.Execute Replace:=wdReplaceAll 
 
 
End Sub 
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Discussing Electronic Records: Repository and Donor Perspectives 


 


Overview and Rationale 


A vital step in the preservation of congressional electronic records takes place in the negotiations 


between a donor and an institutional repository.  Repositories must acquire a complete picture of the 


type and amount of data they will receive, clearly address donors’ expectations for electronic records 


archiving, and understand the requirements of the records.  Part I of this module provides a range of 


questions repositories should ask while a member is still in office and also when the office is preparing 


for transfer.  Part II provides guidance to member offices, and the kinds of questions repositories should 


consider and be prepared to answer, during the initial discussions.  These questionnaire templates can 


help shape the conversations between donors and repositories and aid the donor and archivists in 


caring for the records appropriately.   


Procedural Assumptions 


It is assumed that the repository has been in contact with the appropriate contact in the donor’s office. 


The person responsible for records management in congressional offices varies depending on the office, 


and that role may change over time.  Typically the Systems Administrator, Office Administrator, or 


Executive Assistant (or a combination of these individuals) will be in the best position to assist.   


Hardware and Software Requirements  


N/A 


Workflow 


PART I: Repository Questions for Donors 


General 


1. Did the office establish an archiving policy/program? Does it address electronic records 


management?  


2. How many offices are there, and how are records managed among those offices? 


3. Does the office maintain a central list of all staff, dates of service, and areas of specialization?  


4. Who will be the office contact for the repository once the office has closed? 


 


Office Network Organization 


1. Describe the office’s server environment—internal, shared, virtual? 


2. Does each staffer have a dedicated network drive for storing documents, or do the D.C. office 


and state offices use a shared network drive?  


3. How is material organized in these directories? Are files sorted into folders? How are folders 


organized?  
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4. Is there a naming convention for files and folders? 


5. Is there version control for files on shared drives? Are files deleted at regular intervals? 


6. Did the office use any digital preservation tools/procedures (such as file fixity verification and 


checksums) to monitor the integrity of the stored data over time? 


7. Are backup files stored? Were permanent files migrated during system upgrades? 


8. Is there a separate archives drive for departed staff and non-current records? 


9. What are the types/formats of electronic records found in the collection?  


 


Constituent Services/Document Management 


1. Which Constituent Services System (CSS) does the office currently use?  


2. What were the previous systems and dates of use?  


3. Will the office transfer all CSS data to an archival repository? 


4. Are periodic statistical reports, such as “top ten issues,” generated and kept for the archives? 


5. What is maintained in the CSS (e.g. casework, Member schedules, web files, legislative tracking, 


documents, etc.)?   


6. Did the office deploy a Document Management System (such as SharePoint, FileMaker Pro, 


OnBase, or CSS module)?  What was its purpose and how comprehensively was it used? 


E-mail 


1. Is there a records ownership policy in place so that staff members are aware that their e-mails 


are owned by the member of Congress for whom they work?  


2. When a staff member departs, is his or her inbox converted to a Personal Storage Table (.pst), or 


other format, and transferred to a separate directory for preservation or subsumed by a current 


staffer? 


3. How is email being appraised? By staff position? By Content? 


4. How are emails organized?   


 


Website and Social Media 


1. How is the office’s website managed, and is it archived?  


2. Where are the web source files stored and by whom?  


3. Does the office use a content management system/vendor for publishing content to their 


website? If so, which one?  


4. Does the office host a blog on activities of the member? What software or service is used? Is it 


archived? Where is it saved and in what format? 


5. Was the Member/office an active user of social media? What platforms were used and for how 


long? Was the content ever archived?  
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Mobile Devices 


1. Do staff members or the member use smart phones or tablets? 


2. What types of files or communications are typically created on these devices?  


3. Are the contents of the smart phones or tablets saved/downloaded? 


 


Images and Media 


1. Where are digital photo, audio, and video files stored and by whom?  


2. How are the files typically arranged and labeled (date, subject, event, individuals, etc.)? 


3. In what formats are media saved (videotape, audiotape, CD/DVD, hard drive, flash drive, digital 


memory cards, etc.)?  


4. Are any materials scans or digitized versions of materials that exist elsewhere in the collection? 


 


Transfer 


1. Provide an approximate estimate for the amount of server space required to store all the 


office’s electronic records currently in use and a range of dates.  


2. What method would files be transferred to an archival repository (e.g. hard drive, FTP or web 


transfer, magnetic tape, original computer, CD/DVD, floppy disk, USB/jump/flash drive)? 


 


PART II: Donor Questions for Repositories  


1. What is the institution’s guiding policy and procedures on caring for its electronic collections? 


 


2. Will the archivist who is in charge of accepting the entire deposit also be in charge of the 


electronic records? If not, who will be responsible? 


 


3. What does the institution plan to do about screening content for common types of PII (phone 


numbers, social security numbers, etc?)  Are records containing PII embargoed and processed 


later in accordance with any restrictions mandated by the donor and with the institution’s 


policies and practices? 


 


4. If the records are transferred on external drives/discs/tapes, and they remain on them for a year 


or more, will they be turned on and integrity checks (file fixity verification) run until such time as 


a more permanent storage solution is determined? Will a backup copy of the content be made? 


 


5. Will the records be ingested and accessioned into a server environment? Will that server be 


networked or stand-alone? Or does the repository use a hosted cloud environment? 


 


6. If the records are ingested, wherever that may be, will integrity checks (file fixity verification) be 


run at least annually? If there should be a data loss, does the archivist understand the backup 


procedures and recovery processes available? 
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7. Does the institution have a policy in place to identify and manage closed electronic records?   


 


8. How are electronic records collections described and made available to researchers? Do you 


include descriptions of closed records alongside open records? 


 


Examples 


N/A 
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File Format Migration Pathways 
 


Overview and Rationale 


 


Overview 


This module is designed to assist with the development of file format migration pathways: the process of 


transforming digital files from one format (source format) to another (target format) through the use of a 


migration tool, with the goal of ensuring sustainable access to the files.1 It is intended for use by archival staff 


responsible for ensuring that digital files are accessible across environments and/or for long-term preservation. 


 


Rationale 


File formats are the standardized ways in which software encodes bits of electronic information for storage in a 


computer environment. These formats require specific software and/or hardware to interpret and render for 


human access. Technological changes and developments create the possibility that, over time, formats may be 


rendered inaccessible, resulting in a loss of intellectual content and the associated value(s) of the data objects. 


The process of format migration is a crucial step in managing electronic files, both in terms of (a) providing 


access to and (b) creating preservation copies of electronic files and digital objects. Generally, the target 


format will be a widely adopted open format, ensuring community support and usage and increasing the 


likelihood of interoperability and long-term support of the format.  


 


What are the benefits of format migration? 


The transformation of files to an open format helps to ensure access to the files over time. Using open formats 


reduces barriers that may hinder access to digital files, such as software obsolescence, software and/or 


operating system incompatibility, proprietary software challenges, or other technology issues. 


 


The process also carries the benefits of reducing the number of formats held by the institution, simplifying the 


ongoing management of these files and decreasing the likelihood of losing content due to obsolescence. 


 


 


 


 


 


 


 


                                                
1 http://www2.archivists.org/glossary/terms/f/format-migration  



http://www2.archivists.org/glossary/terms/f/format-migration
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What are the costs of format migration? 


The inherent cost in any format migration process is that of institutional resources. Creating format policies, 


defining metadata requirements, selecting and testing software, and other related tasks will all require staff 


time to research, test, troubleshoot, and implement. Once the migration pathway is established, staff time will 


still be required to perform the migration and quality check the results, in addition to periodically reviewing the 


pathway to ensure that it is kept current with best practices. 


 


In terms of impact on the files, one of the most common costs of format migration may be the loss of 


functionality of the original object. For example, macros in a Microsoft Access database may not transfer to a 


mysql format, or layers in a Photoshop .psd file will be lost on migration to a .tif file. In many cases, as 


determined by the institution, the original format may be retained as a preservation copy in addition to the 


migrated copy, mitigating some potential concerns around loss during migration. This approach also leaves 


open the potential for restored functionality of the original formats that may occur with future technological 


developments. However, the practice of keeping multiple copies of files will increase storage needs, likewise 


increasing the monetary costs associated with digital preservation. 


 


Another potential cost is the loss of formatting of the original object. For example, fonts, tables, spacing, or 


other design elements may display differently in the target file format, or some elements may disappear 


altogether. Institutions should test samples before migrating, as well as performing quality control following 


migration. 


 


When does format migration occur? 


Format migration primarily occurs at one of three stages of a digital object’s lifecycle: 


● Migration on ingest (generally referred to as “normalization”). This is the process of transforming file 


formats as they are ingested into a repository or institution. In most cases, this is the preferred method 


of format migration for long-term preservation.2  


● Migration on obsolescence. This refers to the process of migrating files only as their existing format 


becomes obsolete. An institution may determine that, for example, a widely adopted proprietary format 


(such as a Photoshop .psd file) is an acceptable format for short-term preservation, with the awareness 


that the format status will need to be monitored over time. While this approach may have some benefits 


(e.g., reducing the resources needed to processing complex file types, or retaining functionality of the 


original), it carries inherent risks around losing content, as well as increased complexity of records 


management and future migration.  


                                                
2 Although the practice will vary between institutions, this approach may best be done in conjunction with some level of 
appraisal to reduce investing unnecessary resources in migrating files that will ultimately not be retained. 
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● Migration on access. This refers to the process of migrating files only as they are requested for access. 


As with migration on obsolesce, this approach may have some benefits in the initial stages of file 


management, but does carry the associated risks referenced above. 


 


What comprises a format migration pathway? 


Components of a format migration pathway may include the following: 


● A pre-defined list of formats supported by the institution (preservation and access) 3 


o This should include notes on limitations of target format, such as potential loss of functionality or 


formatting. 


● A format policy for various file types and formats,4 including: 


o A crosswalk to map source format to target format 


o Notes on exceptions to migration, including rationale 


● Defined software to perform the migration process (migration tools) 


● Defined software to provide access to the target format (access tools) 


● A defined process for capturing and recording metadata around the migration process, with notes on 


any that are required. 


 


Procedural Assumptions 


The processes described here are largely at a policy level. Any specific actions were developed and tested on 


Windows computers. While the underlying steps behind them are the same regardless of operating system, 


some software and/or steps may be different for other users.  


 


This module assumes that:  


● The institution has a list of acceptable formats for preservation and/or access 


● The institution does not have a digital repository that will automate the process of format mapping and 


format migration, such as Archivematica or Preservica 


● The files have been checked and are virus free. If they are not, any processing of these files should be 


done on a non-networked workstation. 


 


                                                
3 Selection of formats that will be supported by the institution is an important precursor to format migration. A discussion of 
format selection is outside the scope of this document, but there many resources available to help with this step. For one 
approach to selection criteria, see the UK’s National Archives’ Selecting File Formats for Long-Term Preservation: 
https://www.nationalarchives.gov.uk/documents/selecting-file-formats.pdf or the Digital Preservation Coalition’s File 
Formats for Preservation: http://www.dpconline.org/component/docman/doc_download/375-file-formats-for-
preservation.pdf.  
See also Appendix A of this module. 
4 See Appendices B and C. 



https://www.nationalarchives.gov.uk/documents/selecting-file-formats.pdf

http://www.dpconline.org/component/docman/doc_download/375-file-formats-for-preservation.pdf

http://www.dpconline.org/component/docman/doc_download/375-file-formats-for-preservation.pdf
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Hardware and Software Requirements 


There are a variety of software available to help with format migration, including open source and proprietary.  


 


Xena (XML Electronic Normalization for Archives) 


Xena is free and open source software that can detect many types file formats of digital objects and convert 


them into open formats for preservation.5 It runs in Java on Windows, Mac, or Linux as a stand-alone program 


or as a part of the National Archives of Australia’s Digital Preservation Software Platform. A detailed user 


manual is included in the software. 


 


Xena works to preserve objects in three different ways: 


1. Normalization – supported formats are converted to an open format, encoded as ASCII text, and 


wrapped (along with metadata) in XML. The resultant .xena file is plain text and can be rendered in the 


Xena viewer. This process is reversible. 


2. Conversion – supported formats are converted to an open format and stored as individual data objects. 


3. Binary normalization – non-supported formats are encoded as ASCII text and wrapped (along with 


metadata) in XML. 


 


 


Workflow 


Preliminary Step: Format Policy creation 


1. Identify which formats are preferred for various file types. 


a. Access 


b. Preservation 


2. Identify any formats that should not be migrated automatically and note the rationale for this decision. 


3. Identify which migration tools are preferred for specific migration tasks. 


4. Identify any metadata that will be migrated and confirm that the selected migration tools will handle 


these in an acceptable manner. 


 


 


 


                                                
5 Xeno: Software for Digital Preservation: http://xena.sourceforge.net/, accessed November 2016. This is a good software 
platform that can handle a number of common file types. It is worth noting, however, that the latest version was released 
in 2013, and it appears to no longer be in development. Testing will be required to see how well it works for any particular 
institution. See also Chris Prom’s 2010 Review of XENA Normalization Software for another perspective of some of the 
limitations: http://e-records.chrisprom.com/review-of-xena-normalization-software/  



http://xena.sourceforge.net/

http://e-records.chrisprom.com/review-of-xena-normalization-software/
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Process for migration 


Note: the following steps will utilize the sample e-records workstation setup described in Appendix D. 


1. Identify original file format(s) of files to be migrated.6  


- Ensure that a format policy for each of these formats is defined for your institution. Update as 


necessary. 


2. Create virtual workspace for each group of files (e.g., all files in a specific accession).  


This should include an identified folder specific to that group of files, with separate sub-folders for 


preservation and working copies. These can be further divided into separate folders for access copies, 


metadata, logs, etc.  


3. Copy original files and any supporting documentation to workstation/Preservation_Repository and to 


AIP/preservation_locked/originals folders. Confirm checksums. These are your backup copies. No 


actions should be done to any files in these folders. 


- If not already done, use this step to generate a full manifest of original files, including metadata and 


checksums.7 


4. Copy any supporting documentation to the appropriate folder(s) in workstation/Descriptive_System and  


AIP/pres_desc_info 


5. Make another copy of original files to workstation/Working_Space folder. Confirm checksums. These 


are your working copies. Any processing actions should only be done to files in this folder. 


6. Do any pre-processing steps, as determined by institution’s workflow (e.g., de-duplication, removal of 


system files, etc.). Record any actions taken. 


7. Run migration processes for preservation formats on selected files and save to 


workstation/Working_Space/preservation_copies folder. 


8. Run migration processes for access formats on selected files and save to 


workstation/Working_Space/access_copies folder. 


9. Perform quality check of file conversions and required metadata. 


10. Perform any additional processing actions to converted files (e.g., filename normalization, 


reorganization). Record any actions taken. 


- Note: Depending on the institution’s practice, this step may be done in conjunction with Step 5.  


11. Generate full manifest of migrated files (preservation and access), including metadata and checksums. 


12. Move newly migrated access files to appropriate folders and verify checksums. These may include: 


a. Workstation/dissemination_copies/Lan_access_copies  


                                                
6 For one method of gathering all format information, see Module# ERCM001: Generating File Format Identification and 
Checksums with DROID: https://cprerc.wordpress.com/electronic-records-modules/  
7 For one method of generating full manifest of files with checksums, see Module# ERCM003: Create AIP with 
DataAccessioner and Bagger: https://cprerc.wordpress.com/electronic-records-modules/ 



https://cprerc.wordpress.com/electronic-records-modules/

https://cprerc.wordpress.com/electronic-records-modules/

https://cprerc.wordpress.com/electronic-records-modules/
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b. Workstation/dissemintation_copies/Online_access_copies  


c. AIP/preservation_locked/migrated_originals  


d. AIP/processed_access_copies 


 


Things to record as part of the file format migration process: 


1. A manifest of original formats and file names, including checksums 


2. Type of tools in the pathway, including software version information  


3. A manifest of converted formats and file names, including checksums. 


 


Appendix A: Sample file format table for preservation8 


Media High probability  
for full long-term 


preservation 


Medium probability  
for full long-term preservation 


Low probability  
for full long-term preservation 


Text • Plain text (encoding: 
USASCII, UTF-8, UTF-16 with 
BOM) 
• XML (includes 
XSD/XSL/XHTML, etc.; with 
included or accessible 
schema) 
• PDF/A-1 (ISO 19005-1) 
(*.pdf) 


• Cascading Style Sheets (*.css) 
• DTD (*.dtd) 
• Plain text (ISO 8859-1 encoding 
• PDF (*.pdf) (embedded fonts) 
• Rich Text Format 1.x (*.rtf) 
• HTML (include a DOCTYPE 
declaration) 
• SGML (*.sgml) 
• Open Office (*.sxw/*.odt) 
• OOXML (ISO/IEC DIS 29500) 
(*.docx) 


• PDF (*.pdf) (encrypted) 
• Microsoft Word (*.doc) 
• WordPerfect (*.wpd) 
• DVI (*.dvi) 
• All other text formats not listed 
here 


Raster 
Image 


• TIFF (uncompressed) 
• JPEG2000 (lossless) (*.jp2) 
• PNG (*.png) 


• BMP (*.bmp) 
• JPEG/JFIF (*.jpg) 
• JPEG2000 (lossy) (*.jp2) 
• TIFF (compressed) 
• GIF (*.gif) 
• Digital Negative DNG (*.dng) 


• MrSID (*.sid) 
• TIFF (in Planar format) 
• FlashPix (*.fpx) 
• PhotoShop (*.psd) 
• RAW 
• JPEG 2000 Part 2 (*.jpf, *.jpx) 
• All other raster image formats 
not listed here 


Vector 
Graphics 


• SVG (no Java script 
binding) (*.svg) 


• Computer Graphic Metafile (CGM, 
WebCGM) (*.cgm) 


• Encapsulated Postscript (EPS) 
• Macromedia Flash (*.swf) 
• All other vector image formats 
not listed here 


                                                
8 Excerpted from Cornell University’s Research Data Management Services Group documentation under a CC BY 4.0 
license. To see the full list, visit http://data.research.cornell.edu/content/file-formats. Accessed November 2016.  
For a different approach, see NARA’s Tables of File Formats: https://www.archives.gov/records-mgmt/policy/transfer-
guidance-tables.html   



http://data.research.cornell.edu/

https://creativecommons.org/licenses/by/4.0/

http://data.research.cornell.edu/content/file-formats

https://www.archives.gov/records-mgmt/policy/transfer-guidance-tables.html

https://www.archives.gov/records-mgmt/policy/transfer-guidance-tables.html
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Audio • AIFF (PCM) (*.aif, *.aiff) 
• WAV (PCM) (*.wav) 


• SUN Audio (uncompressed) (*.au) 
• Standard MIDI (*.mid, *.midi) 
• Ogg Vorbis (*.ogg) 
• Free Lossless Audio Codec (*.flac) 
• Advance Audio Coding (*.mp4, 
*.m4a, *.aac) 
• MP3 (MPEG-1/2, Layer 3) (*.mp3) 


• AIFC (compressed) (*.aifc) 
• NeXT SND (*.snd) 
• RealNetworks 'Real Audio' (*.ra, 
*.rm, *.ram) 
• Windows Media Audio (*.wma) 
• Protected AAC (*.m4p) 
• WAV (compressed) (*.wav) 
• All other audio formats not listed 
here 
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Appendix B: Sample format policy table 19 


 


Media type  File formats  Preservation 


format(s)  


Access format(s)  Normalization tool  


Audio  AC3, AIFF, MP3, WAV, WMA  WAVE (LPCM)  MP3  FFmpeg  


Email  PST  MBOX  MBOX  readpst  


Email  Maildir**  Original format  MBOX  md2mb.py  


Office Open XML  DOCX, PPTX, XLSX  Original format  Original format  Tool search in 


progress  


Plain text  TXT  Original format  Original format  None  


Portable 


Document Format  


PDF  PDF/A  Original format  Ghostscript  


Presentation files  PPT  Original format  PDF  Tool search in 


progress  


Raster images  BMP, GIF, JPG, JP2*, PCT, 


PNG*, PSD, TIFF, TGA  


Uncompressed TIFF  JPEG  ImageMagick  


Raw camera 


files/Digital 


Negative format**  


3FR, ARW, CR2, CRW, DCR, 


DNG, ERF, KDC, MRW, NEF, 


ORF, PEF, RAF, RAW, X3F  


Original format  JPEG  ImageMagick/UFR


aw  


Spreadsheets  XLS  Original format  Original format  None  


Vector images  AI, EPS, SVG  SVG  PDF  Inkscape  


Video  AVI, FLV, MOV, MPEG-1, 


MPEG-2, MPEG-4, SWF, 


WMV  


FFV1/LPCM in MKV  MP4  FFmpeg  


Word processing 


files  


DOC, WPD, RTF  Original format  Original format  Tool search in 


progress***  


 


 


 


 


  


                                                
9 From Archivematica’s documentation under a CC BY SA 3.0 license. 
https://wiki.archivematica.org/index.php?title=Media_type_preservation_plans. Accessed November 2016.  



https://creativecommons.org/licenses/by-sa/3.0/

https://wiki.archivematica.org/index.php?title=Media_type_preservation_plans
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Appendix C: Sample format policy table 210 


 


Genre Supported 


Formats 


Preservation 


formats 


Supported 


Access 


Format 


Supported Access 


Tool 


Migration Path/Notes 


Text, source 


code 


. txt or files of any 


extension or no 


extension 


containing ASCII or 


MIME data 


Original 


format 


.txt NotePad++ or jEdit To facilitate rendering 


use Renamer or Thunar 


to append .txt, without 


removing original 


extension. 


Word 


Processed 


Documents 


.doc, .wpd, .odt, .odt PDF/A Adobe Reader, 


Open Office 


Use Adobe Acrobat or 


Open Office to Migrate 


doc, wpd and odt to 


PDF/A, where 


appropriate.1  


Raster Images .jpg, .png .tif .jpg GIMP Use ImageMagick or 


Adobe to migrate. 


Vector Images .ai .sgv .sgv Inkscape, any 


modern browser will 


open .sgv files, but 


inkscape imports .ai 


files . 


Convert to sgv by 


importing to Inkscape. 


Audio .mp3 pcm stored as 


wav file 


.mp3 VLC Media Player Ffmpeg or Audacity 


Video avi, mov, wmv mpeg2 .ogv VLC Media Player Ffmpeg 


 
1. Some significant properties may be lost on migration, particularly if Open Office Writer is used for migration. 


 


 


  


                                                
10 Excerpted from Practical E-Records blog under a CC BY NC ND 3.0 license. For the full table and additional reading, 
visit: http://e-records.chrisprom.com/recommendations/supported-formats/migration-pathways-table/. Accessed November 
2016.  



https://creativecommons.org/licenses/by-nc-nd/3.0/us/

http://e-records.chrisprom.com/recommendations/supported-formats/migration-pathways-table/
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Appendix D: Sample virtual workstation setup11 


 


 
 


1. [File group identifier] – top-level folder for a single group of files that are being processed 


1.1. AIP – preservation folder for final, processed files 


1.1.1. Preservation_locked – final folder for all preservation copies, including original and migrated 


preservation format. Folder could be sub-divided into original and migrated folders. 


1.1.2. Pres_desc_info – top-level folder for preservation descriptive information 


1.1.2.1. Documentation – notes about the files, processing, migration, etc. 


1.1.2.2. Logs – any logs generated during automated processes 


1.1.2.3. Manifests – manifests of (a) originals and (b) processed copies 


1.1.3. Processed_access_copies – final folder for preservation copies of access formats 


1.1.3.1. Network files – files for internal use/storage 


1.1.3.2. Online files – files that will be made available online 


1.2. Workstation_setup – working folder, to be used until all actions are completed 


1.2.1. Descriptive_System – metadata and notes about metadata 


1.2.2. Dissemination_packets – top-level folder for access copies (working) 


1.2.2.1. Network_access_copies – files for internal access 


1.2.2.2. Online_access_copies – files that will be made available online 


1.2.3. Files to ingest – temporary home for files that are ready to be ingested into the digital repository 


1.2.4. Preservation_repository – initial home for preservation copies 


                                                
11 Based on a model presented by Chris Prom in a 2014 SAA workshop, Arrangement and Description of Electronic 
Records. 
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1.2.5. Working_space – temporary home for copies of files that are being processed 
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Setting up and Scoping Web Crawls with Archive-It 5.0 
June 2016 


 


Overview and Rationale 


The web is a huge, complicated place and crawling a website is not as simple as it first appears. As we’ll 
see, running a basic crawl can yield a large amount of data outside of your intended scope. Thus, we use 
the feedback from test crawls to see where the crawler is going and then give it some instructions that 
will contain the crawler while still assuring that it reaches all the pages we wish to save. 


 
Procedural Assumptions 


This workflow is intended to guide archives, with limited staff time devoted to web archiving, who wish 
to make topical crawls with one or a handful of seeds using Archive-It 5.0. 


This workflow is designed to get a basic topical web archiving program up and running with a very 
limited time commitment. Thus, this workflow focuses on being efficient with staff time over being 
efficient with Archive-It’s data budget or developing a perfect web archive. A larger-scale program may 
choose to commit more resources to developing more through scoping procedures. 


 
Hardware and Software Requirements 


This workflow requires an Archive-It subscription and is focused on version 5.0. Previous versions use a 
different interface and lack some features like saving test crawls. 


 
Workflow and Examples 


Table of Contents: 


Defining Collections 


Selecting Seeds 


Crawling 


Scoping 


 


Defining Collections 


After Partners, Collections are the highest level of description within Archive-It. From the Home page 
after you log-in, you just select “Create a Collection” and enter a name. Each collection gets an Archive-
It ID number that you can see later in Wayback URLs. Keep in mind that here, Collections are not 
synonymous with the idea of collections in archival description. It’s generally always a good idea to 
respect de fonds, but web archives can come from a number of different domains. Perhaps it could be a 
good idea to divide collections according to organizations who administer the site you wish to collect, 
yet many web archives are also be topically-focused. 
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Figure 1: Creating a Collection 


 


Selecting Seeds 


Seeds are URLs that represent the starting point for Archive-It web crawling: they point the crawler in 
the right direction. Typically this is the root domain of the website or websites you wish to preserve. For 
instance, if your seed is www.yahoo.com, the crawler will save that page and then move to every link 
that is listed on that page, like mail.yahoo.com, www.flickr.com, and then store every link that is listed 
on those pages, and then every link on those pages, etc., until it hits some type of boundary. This 
boundary could be a crawl time limit, or even your entire data budget. It is easy to see how web 
crawling can get out of control. Thus, we use sets of rules to limit what pages the crawler saves and how 
far it limits itself. The process of developing these rules is called “scoping.”  


 


Figure 2: Example of the Overview Tab for a Collection. From here you can navigate to the Seeds Tab, Crawls Tab, or Crawl 
Scope Tab. 
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Probably the simplest way to find seeds is just to run a Google search of what you would like to crawl. 
Here some examples of seeds for topical collections: 


 


Figure 3: Seeds for the Senator Gillibrand Collection 


 


Figure 4: Seeds for the NYCLU Collection 
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When you select seeds, you select a basic set a rules that will govern each crawl. You can select if a seed 
it private or available to the general public, the frequency you wish to crawl at, and the type of crawl. 
You can crawl seeds only one-time, or tell Archive-It to crawl automatically anywhere from daily or every 
12 hours, up to annually. Standard crawls are the default crawl type and store all pages that are linked 
from the source seed until it hits a crawl limit. Standard+ crawls hit crawl limits and go one page beyond. 
One Page crawls only save the seed page, and One Page+ crawls store only the seed and pages that are 
directly linked to it. 


 


Figure 5: Editing Basic Seed Settings 


Crawling 


Once you select seeds for a collection, you can select one or more seeds with the checkbox on the left 
hand side and select “Run Crawl” to actually start creating your web archive. It’s always a good idea to 
start with a Test Crawl. This lets you review the effect of your crawl and see what it gathers before 
preserving it. While you may want to apply some basic crawl rules first under the Crawl Scope tab, it is 
tough to scope a collection without seeing what you get.  


If you are trying to topically crawl a large website like Twitter or Wikipedia, it’s a good idea to add some 
sort of document limit even before your test crawl. These sites are hundreds of thousands (or more?) of 
interlinked pages, and will skew your test crawl report.  


Scoping 


The first thing and most basic thing to look at to evaluate a crawl is how it finished. Blind three day 
crawls can time out even with just one or two seeds. Hitting that time limit is problematic because that 
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means the crawl expired before reaching all of the pages you targeted. You could just extend the crawl 
limit, but that would include a ton of data that is likely outside of your aims. So I look at the Host tab to 
see what the crawl found.  


 


Figure 6: An Overview of a completed test crawl that has been deleted 


Here is an example of a blind test crawl which collected over 21 GB and discovered over 190,000 unique 
hosts! This is a good example of what happens when you use a Wikipedia or Twitter page as a seed 
without any scoping limits. Since Wikipedia is a huge corpus of interconnected links, it effectively sends 
our crawler down a never ending rabbit hole. Here, unless the aim is to download all of Wikipedia, we 
need to set some crawl limits. Since this was a test crawl the data is deleted automatically, unless you 
choose to save it. 


In Archive-It 5.0 there are two primary levels where you can apply crawl rules: to certain seeds or whole 
crawls. This provides you with a lot of flexibility, but one thing to keep in mind is that you can only add 
document limits at the Crawl Scope-level, not the Seed Scope-level. For example, you can add a 1,000 
document limit to anything from the Wikipedia.org and Wikimedia.org domains. You can also block a 
URL if it contains a certain phrase or expand to include it if it would otherwise be out of scope. 
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Figure 7: Adding Crawl limits 


To add limits to individual seeds, you need to return to the Seed tab and select a seed. Then a new set of 
tabs appears that includes a Seed Scope tab. Here you can limit your crawl to stop adding content from 
a Twitter page seed after it reaches a certain amount of data. 
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Figure 8: Adding limits to seeds 


Scoping normally takes more than a few test crawls to get right. Here is the result of another test crawl 
with the above rules set in place. 
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Figure 9: Host breakdown of the second test crawl 
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Figure 10: Host report for a second crawl 


The Host Report might seem overwhelming, and it really contains the important feedback you need to 
adjust your crawl. Each host represents a different domain or subdomain, and the Docs column shows 
the number of pages the crawler collected. The numbers in blue are also links to a text list of the URLs 
that were collected, blocked, queued, or out of scope.  If this list is too long, Archive-It will make you 
download a .zip file of the listing. You can just paste a sampling of these URLs right in your browser to 
see what pages you have collected and what kind of pages the crawler missed. You can spend a lot of 
time evaluating a crawl, but sometimes it can be effective to just select a small sample to see what types 
of pages the crawl is collecting 


This crawl collected 2.3 GB of content, of which 1.5 GB alone is just Twitter data. Yet, there is also good 
news here too. One problem with the first example was that the crawler was so busy collecting all of 
Wikipedia and Twitter, it reached its three day limit before getting to all of www.kristengillbrand.com 
and www.gillibrand.senate.gov, and hundreds of pages remained queued. Here, all but one of the major 
domains in the targeted seeds were collected completely.  


It’s also important to look for any blocked pages. Sometimes these pages are just 404 pages that are not 
worth collecting anyway. Other times large swaths of important content may be blocked by robots.txt 
files. When that happens, you must either contact the administrators of the sites you are trying to crawl 
and ask them to permit the Archive-It crawler or contact Archive-It to request the ability to ignore this 
basic type of crawler block. 


Another thing to look out for is crawler traps. If you have more Docs—either downloaded or queued—
then you expected, you can look through the URL list to see if there are any pages like calendars of links 



http://www.kristengillbrand.com/

http://www.gillibrand.senate.gov/
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where a page was downloaded for every day of the last century. Typically the Archive-it crawler is good 
at avoiding things like calendars if they employ more modern techniques. 


 


Figure 11: Crawl results by seed 


You can also move to the Seed tab within the Crawl page (which is different from the Seed tab within a 
collection page) that breaks down the results of the crawl by seed. 


 


Figure 12: Results of a third test crawl 
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Once you have eliminated larger pages, your test crawls are likely to yield much more promising results.  
For this example the crawl collected about 16,000 pages for just over 1 GB of data.  If we look at the 
Host report, the domains we entered as seeds are featured prominently and were captured completely. 
This is a probably more tolerable amount of noise and a sustainable amount of data to collect monthly. 
Additionally, future crawls are likely to produce a significant amount of documents that were not 
changed or altered since the last crawl, so there is a potential to reduce the data footprint in the future 
with deduplication. 


 


Figure 13: Host report for the third test crawl 


Archive-It certainly allows for more detailed scoping. The File Types tab produces a breakdown of the 
files you crawled, so you can see the proportion of HTML text files to images, audio, or video files you 
collected. From the host list you can spend hours examining precisely what you are collecting by pasting 
URLs into a browser. Archive-It certainly has no limits to how granular you can get with crawl limits. 


Keep in mind that all of the websites you crawl will eventually change, along with the structure and the 
technology of the web itself. Scoping is certainly not a final process and routine monitoring of 
collections is often necessary.  
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Figure 14: Finally, setting the crawl schedule 


Once you are satisfied with your test crawl you can now select the option to save that data. To set up a 
crawl schedule, you go back up to the Collection Page and—under Crawl tab—you should made sure to 
start the schedule for how often you want to crawl certain seeds. Archive-It will take it from here and 
you will begin to create a web archive.  
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